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Abstract

Weaddresstheproblemof off-line fault tolerantschedul-
ing of analgorithmontoa multiprocessorarchitecturewith
distributedmemoryandprovidea genericalgorithmwhich
solvesthis problem.We take into accounttwo kindsof fail-
ures: fail-silent andomission.Thebasictechniqueweuse
is the replicationof operationsand data communications.
We thendiscussthe principleswhich govern the execution
of schedulingswith replicationunderthestate-machineand
theprimary/backuparbitrationsbetweenreplicas.We also
showhowto computetheexecutiondatefor each operation
and the timeoutswhich are usedfor detectingfailures. We
endwith a heuristicwhich, usingthis calculus,computesa
possiblynon optimal schedulingby finding plain schedul-
ingsfor each failure patternandthencombiningtheminto
a schedulingwith replication.

Keywords: Fault-tolerance, Embeddeddistributedsystems,
Scheduling, Dependablesystems.

1 Intr oduction

Embeddedsystemsarealmostalwaysassociatedto hard
real-time constraints,i.e., deadlineswhosemissing may
produceirrecoverabledamageto the system. Moreover,
suchsystemsare often implementedon distributed archi-
tecturesfor reasonsof performanceincrease,fault-tolerance
or topologicaldistribution. Oneof themainproblemswhen
programmingsuchsystemsis the schedulingof the tasks
onto the distributedtarget architecturesuchthat the dead-
linesarealwaysmet. Thetwo classicaloptionsareoff-line
andon-linescheduling.Theoff-line techniqueassuresbet-
ter real-timepropertiesthanthe on-line technique,i.e., the
possibilityto meettighterreal-timeconstraints.In contrast,
theon-linetechniqueis moreresilientanddoesnot presup-
posecompletedeterminacy of the behavior of the system.�

This works hasbeenfundedby the INRIA TOLÈRE researchaction.
Publishedin Euromicro WorkshoponParallel andDistributedProcessing,
Mantova, Italy, February2001.

For embeddedsystemscompletedeterminacy of thebehav-
ior is desirableso off-line schedulingis often preferredto
on-linescheduling.

The problemchangesdramaticallywhen failureshave
to be taken into consideration. Sincefailurescannot,by
their nature,be predicted,the very basic assumptionfor
off-line scheduling,the determinism,is demolishedandit
seemsthatthistechniqueshouldleavespaceto theother[4].
But, as some other studieshave shown this is not the
case[2, 5, 1]: a certaindegreeof nondeterminismcanbe
permittedat the schedulingtime within the system.How-
ever thesestudieshave focusedon processorfailures,as-
suming restrictedarchitecturegraphswith reliable chan-
nels [2, 5] or independenttasks[1]. On the other hand,
thestudieswhich focusonchannelfailurestendto consider
only on-line schedulingsincethey arenaturallyconnected
to communicationprotocols[8, 9, 11].

We investigateheretheproblemof off-line fault-tolerant
scheduling, whereboth processorsand channelsmay get
faultyandnoassumptionis madeon thetopologyof thear-
chitectures.We provide a heuristicbasedalgorithmwhich
solvesthis problem.Concretely, our algorithmtakesasin-
put a specificationof thealgorithmto bedistributed

�����
, a

specificationof the targetarchitecture
���	�

, a list of pattern
failures

��
��
, someplacementconstraints

��
��
, somereal-

time constraints
�����

, and informationaboutthe execution
durationof thealgorithmontothearchitecture

�����
. It gives

asoutputascheduleof
�

onto
�

, satisfying



, andtolerant
to thefailuresof



. It alsoindicatesthanksto

�
whetheror

not thisschedulesatisfies
�

.

Wearenotinterestedhereintoanalgorithmthatgivesthe
bestfault tolerantschedulingw.r.t. theexecutiondurations.
This problemembodiesthe problemof real-timeschedul-
ing, which is a well-known NP-completeproblem[3], and
thereforeour problemis NP-completetoo. Ratherwe pro-
vide a heuristicthatgivesonescheduling,possiblynot the
best.Thisschedulingis thencheckedfor meetingthegiven
real-timeconstraints. In the eventualityof a negative an-
swer, theusercanmodify theplacementconstraintsor even
add more hardware and start the heuristicagainwith the
modifiedprobleminstance.The wholeprocessendswhen
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thegivenreal-timeconstraintsaremet.
Thecontributionsof this paperare:� Thestatementof the off-line fault tolerantscheduling

problemfor agenericclassof distributedsystemslack-
ing centralizedcontrol and for two typesof failures:
fail-silentandomission.� Thestatementof theprinciplesthatgoverntheexecu-
tion of fault tolerantschedulingson distributedarchi-
tectures.� An algorithm which solves the statedoff-line fault-
tolerantschedulingproblem.

The paperrunsasfollows: we introduce,in Section2,
thenotionof schedulingwith replication.We thendiscuss
the principlesthat govern the executionof theseschedul-
ings in Section3. Thealgorithmis presentedin Section4,
illustratedwith an example. We endwith a short section
containingconclusionsanddirectionsof furtherstudy.

2 Schedulings

We work with distributedsystemscomposedof proces-
sorsandchannels.Wemodelthisby anundirectedbipartite
graph ����� ������� �"!#�

where
�

is the setof nodesthat
representthe processors,

�
is the setof nodesthat repre-

sentthe channelsand
!%$&�(')�����*'+�

representsthe
processor-channelconnections.We call two channels, � ,.-
adjacentif f thereexistssomeprocessor/ connectedto both,
i.e.,

� , � / �102! and
� / � ,3- �104! .

Processorsperformdifferentoperationsanddeliver their
resultsto other processorsby meansof channels. Each
processor-channelconnectionis governedby a communi-
cationcoprocessor. Theconnectionbetweentheprocessor
andeachof its coprocessorsis by meansof severalbuffers
of length1, with blockingread/writefacility, meaningthat
a processorcannotput more than one datainto the same
buffer1. We alsoassumethat distinct communicationsuse
distinct buffers. Eachcoprocessorrunssomecommunica-
tion protocolwhichassuresreal-timemessagedeliverywith
a known upperboundon the durationof the communica-
tion in theabsenceof competitionfor gettingcontrolof the
channel. Communicationson multipoint channelsare as-
sumedto bebroadcast-like. This feature,combinedwith a
strictorderon thesend andreceive actionsoneachco-
processor, is necessaryin order to achieve a deterministic
behavior aswell asthepredictabilityof themaximaldura-
tion of execution.

The algorithmsto be scheduledare representedby di-
rectedacyclic graphs,or taskdagsfor short, �+5)� ��6#�"72� .
The nodes 8 096

representoperationsand the edges

1Henceour modelof thearchitectureis aboundedasynchronousone.

� 8;: � 8=< �>0?7 representdatadependenciesbetweenopera-
tions,i.e., thefact thata specificoutputof thesourceoper-
ation 8 : is neededby thetargetoperation8 < for its compu-
tation. The taskdagsareto be executedrepeatedlyon the
architecturegraph,that is, their executionmustbe cyclic,
andthe durationof this cycle dependsupontheplacement
of theoperationsontothearchitecture.

An exampleof a taskdagandanalgorithmgraphis pre-
sentedin Figure 1 ( @ and A resp.). In the task dag data
aresupposedto flow from left to right. In the architecture
graph,the nodes

� : �"� < �B��C and
��D

arethe processorsand
thenodes

� : and
� < arethechannels.

� @ � E FG
H

� A �
IKJ

IML
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Figure 1.

� @ � A task dag;
� A � An architecture

graph.

Thefailureswe wantto tolerateareof two types:

1. fail-silent: oncea componentis faulty it will never
recoverandit will notprovideany outputfor all inputs
it receiveshenceforth.

2. omission: acomponentmayfail to producetheoutput
it shouldhaveproducedwhenreceiving acertaininput,
but anew inputmayproducethecorrectoutputfor this
new input, asif thepreviousinputwasdiscarded.

A failur e pattern is a pair
��� - �Q� - � with

� - $R�
and� - $S�

. The intuition is that the processorsin
� - and

the channelsin
� - arefaulty andthereforeit is the restof

the architecture graph that hasto assurethe executionof
thetaskdag.As fail-silentbehaviors areparticularcasesof
omissionbehaviors,whena failurepatternis amix of both,
we consider, for the easeof reasoning,thatall the failures
areomissionfailures.

Whenstudyingthe fault-toleranceproblemoneusually
is concernedwith toleratinga number TVU of faultswithin
eachcycleof theexecution.Thiscanbegeneralizedby con-
sideringalsothatonly somedesignatedfailurepatternsmay
occur. For examplewe mayconsiderthatfor a certaintype
of processorsacertainratioof failuresis tolerable,different
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typeshaving differentratios.It couldalsohappenthatsome
of ourprocessornodesareactuatorswhoseactioncannotbe
replicated,thereforewe cannottolerateany failureof these
actuators.Hencewe will take into accountfamiliesof fail-
ure patterns, i.e., families W ���YX"�B�ZX[�]\ :_^ X ^a` where

��Xb$c�
and

�1Xd$e�
.

The placementconstraints andexecutiondurationsare
encodedin thefollowing two functions:�gfih �j'26lknm%op�rq;sut

defines,for eachoperation8
andprocessor/ , the maximaldurationof executing 8
on / . Thevalue

s
meansthat 8 cannotbescheduled

on theprocessor/ .�(vuh �&'�7Skamwo
defines,for eachdatadependencyx � � 8;: � 8=< � andchannel, 0y� themaximalduration

of transmittingthedataproducedby 8;: andneededby8=< along , .
We assumethat any type of datacanbe sentonto any

channel.In contrast,therestrictionthatsomeoperationcan-
not be executedonto someprocessorstandsfor situations
like thelackof sufficient local resourcesor for input/output
operations.

A schedulingis a mappingassociatingto eachproces-
sor andchannelin the architecturesomesequenceof op-
erations,resp. datadependenciesin the taskdagsuchthat
the architecture“behaves like” the taskdag. As we want
the schedulingto be tolerant to failureswe needto have
replicasof the sameoperationon several distinct proces-
sors,andsimilarly for datadependencies.Hencewhat we
call schedulingis slightly moregeneralthanthe usualno-
tion of schedulingof analgorithmontoanarchitecture[6].
Formally, a scheduling is a pair of functions z{� �[|n�B}~�
with

| h ��knm�6)�
and

} h ��kam�7��
where

6)�
and

72�
arethesetsof sequencesover

6
, resp.

7
. Wedenote� |Y� / � �

the length of the sequence
|Y� / � , |Y� / �3� ��� the

�
-th element

in this sequence,and � the emptysequence.A scheduling
mustsatisfythefollowing requirements:

1. If
� 8;- � 8 �Z0�7 and

|Y� / �.� ��� �u8 then� thereexists
� -�� � suchthat

|Y� / �.� � - � �e8 -
or � thereexists , 0r� with

� / � , �102! and�i��� }V� , � �
suchthat

}V� , �.� � � � � 8;- � 8 � .
2. If

}�� , �3� ��� � � 8�: � 8�< � thenthereexistssome/ 04� with� / � , �10�! suchthat� thereexists
� ��� |Y� / � � suchthat

|Y� / �.� ��� �u8�:
or � thereexistsanother, - 0y� with

� , - � / ��0�! and� ��� }�� , � � suchthat
}�� ,3- �3� ��� � � 8�: � 8=< � .

3. If
|Y� / �.� ��� ��8 and

|Y� / �3� � - � ��8 then
� � � - ; similarly, if}�� , �3� ��� � � 8;: � 8=< � and

}V� , �3� � - � � � 8�: � 8=< � then
� � � - .

4. For each / 0��
and ��� � � � -c� � |Y� / � � ,W |Y� / �.� � - ���Q|Y� / �3� ��� \��0�7 .

5. For each 8 0�6 , thereexists / 0?� and
� ��� |Y� / � �

suchthat
|Y� / �.� ��� �u8 .

Theorsaboveareinclusive,i.e.,bothconditionsmayoc-
cur. Requirement2 allowsroutingof datadependenciesand
assumethatthis takesno time from the“router” processor.

A plain schedulingis a schedulingin which eachoper-
ation is scheduledonly once. Henceplain schedulingsare
theschedulingswithout failuretolerance.

Finally wearegivenareal-timeconstraint� asanupper
boundon thedurationof theschedulingwithin eachcycle.

3 How to “Execute” a Fault-Tolerant
Scheduling

We discusshere the principleswhich govern the exe-
cutionsof schedulings. This sectionmight also be seen
asa discussionof the principlesof codegeneration. This
discussionis necessarysinceour modelabstractsfrom the
existenceof coprocessors.This implies that, after a fault-
tolerantschedulingis obtained,the sequenceof send or
receive operationson each coprocessorhas to be de-
ducedfrom thesequenceof communicationsoneachchan-
nel.

The first principle is relatedto normal executionsof a
scheduling,i.e.,executionswithin eachcyclein theabsence
of faults,while thesecondprinciple is relatedto transitory
executions,i.e., to cyclesin which somefailurepatternoc-
curs.

The first principle governs “normal” executions of
schedulings(i.e., in theabsenceof faults)andconcernsthe
arbitrationbetweenmultiplereplicasof an operation:

Assumeoperation8 is scheduledonto processor/ and
needssomedataprovided by operation8 - . As fault toler-
anceis achievedby replication,it will oftenbethecasethat
multiple copiesof 8;- arescheduledon differentprocessors
andsendtheirdatato 8 ondifferentchannels.Two problems
occur:

1. Which copy of
� 8;- � 8 � is to be usedby 8 whenthese

copiesarriveat 8 on differentchannels.

2. Whichcopy of 8;- will sendthedatadependency
� 8;- � 8 �

onthesamechannelif two or morecopiescompetefor
thechannel.

In thefirst caseit is naturalto assumethatthefirst com-
municationarrivedis theoneactuallyusedby 8 , theothers
beingsimply discardedupon their arrival. This is a state
machineprinciple[10] of arbitrationbetweencopies.
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In the secondcasewe require that on eachchannel ,
thereexistsatmostonecopy of thedatadependency

� 8�- � 8 � .
Thatis, thedifferentcopiesof 8�- competefor sending

� 8;- � 8 �
andonly the winningcopywill proceed.Classicalchoices
for thearbitrationmechanismare:� Thestate-machinearbitration[10]: thefirst operation

completingits executionis theonethatwins thearbi-
tration,theotherssimply discardingtheircommunica-
tion operations.� The primary/backuparbitration[7]: the copiesof the
sameoperationaredivided into primary andbackup.
In anormalexecution,it is theprimarycopy whichal-
waysdeliversthedata.Whenits failureis detectedby
thebackupcopies,acoherentchoiceof anew primary
copy is performedusinga tableof choicescomputed
beforehand.

In the state-machinecasethereis nothing to chooseat
runtime: the concurrency betweenthe copiesassuresthat
thefirst thatcompletesits executionis theonethatsendsthe
data.In theprimary/backupcaseit is still naturalto design
the choiceof the primary copy asthe onethat assuresthe
minimal latesttime of delivery.

Hencethefirst principleimpliesthat,for eachprocessor/ X , thegeneratedcodefor thecoprocessorof theconnection� / X � , � containsa send, while thecoprocessorof the con-
nection

� / � , � containsareceive. For thestate-machine
approach,the sends must be “conditioned by success”
while for theprimary-backupapproachthesend of thepri-
marycopy is “unconditioned”andtheothersare“triggered”
by somewatchdogtimeout.

This principle allows us to computethe starting and
endingexecutiontime (in the absenceof faults) for each
scheduling.Theseare in fact two partial functions � (the
starting time) and � (the endingtime) whosedefinition is
presentedin thesequel,togetherwith theintuitiveexplana-
tion:

1. Thedomainsof both � and � consistsof� Pairs
� / � 8 � where/ 04� and 8 046 is scheduled

on / , i.e.
|Y� / �3� ��� �u8 for some

� �?� |Y� / � � .� Triples
� , � 8 � 8;- � where , 0l� and

� 8 � 8;- ��0�7
is scheduledon , , i.e.

}�� , �3� ��� � � 8 � 8;- � for some� ��� }�� , � � .� � / � 8 � and � � / � 8 � representthe startingandending
execution time for the replica of 8 which is sched-
uledon / , while � � , � 8 � 8;- � and � � , � 8 � 8;- � representthe
startingandendingexecutiontime for the replica of� 8 � 8�- � which is scheduledon , .

2. The replica of 8 executed on / is executed only
after the operationwhich precedes8 on / was ex-
ecutedand only after the receptionof at least one
copy of eachdata dependency

� 8;- � 8 � neededby 8 :� � / � 8 � �����;�>�M���� ¢¡��£� � , � 8;- � 8 � �;, 04� �_¤ ���¥� }�� , � � s.t.}V� , �.� � � � � 8;- � 8 �.¦ � � 8;- � 8 �§0¨7�¦� ��� � / �B|Y� / �3� ��k � ��� � �1©eªa¦�«
Here,in the innermostset � � � , � 8;- � 8 � � ¤ , 0y� �_¤ ���� }�� , � � s.t.

}�� , �3� � � � � 8;- � 8 �.¦ the data dependency� 8;- � 8 � is fixed,only , mayvary.

3. Thereplicaof
� 8 � 8;- � transmittedon , is executedonly

after the communicationwhich precedes
� 8 � 8;- � on ,

wasexecutedandonly afterat leastoneprocessorcon-
nectedto / hasended8 or after this datadependency
hasbeentransmittedon a channeladjacentto , :� W , �.� 8 � 8 - � \ ������;�2¬ � � � , � 8 : � 8 < � � }�� , �3� � k � � � � 8 : � 8 < �_� � ©iª ¦� �# ­¡1�®�¯� � / � 8 � �_/ 0¨�°�_¤ �1�4� |Y� / � � s.t.

|Y� / �3� � � �>8 ¦� � � � ,3- � 8 � 8;- � � ¤ ,3- 0r� � ,3- adjacentto , �¤ �i��� }V� ,3- � � s.t.
}�� ,3- �.� � � � � 8 � 8;- �3¦[«a±

4. � � / � 8 � � � � / � 8 �2² f � / � 8 � and � � , � 8;: � 8=< � �� � , � 8�: � 8=< ��² v � , � 8�: � 8�< � .
Also, we denote

x�³ 8 � z � the largestendingtime of exe-
cutionof all operations,x�³ 8 � z � �´�#�¯� �µ� � � / � 8 � � ¤ �¶�4� |Y� / � � s.t.

|Y� / �.� � � �>8 t� � � � , � 8 � 8;- � � ¤ �1�r� }V� , � � s.t.
}V� , �.� � � � � 8 � 8;- �Bt «

Concerningthe computationof the startingandending
executiontimes in the primary/backupapproach,we note
that an executionwithout failuresin this approachcanbe
seenasan executionof a plain schedulingby the fact that
eachoperationis entitledto receiveall its datadependencies
from asinglesource.Hence,insteadof themixedmax-min
calculusabove,wewouldhaveaplainmax-calculus,like in
e.g.[6].

The secondprinciple is relatedto a transitoryexecution
of ascheduling,i.e., thecycle in whicha failurepatternoc-
curs,andwecall it theprinciple of reconfiguration. Since
we want the systemto performreal-timecomputationand
notto stopupontheoccurrenceof afailureandrunsomere-
configurationprotocol,weneedto settleaconsistentrecon-
figurationpolicy for eachprocessor. Theonly information
thatis accessibleto eachprocessorat thetimeof a failureis
theabsenceof a certaincommunication,which impliesthat
eitherthesourceprocessor, or thecommunicationchannel,
or botharefaulty.
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We detectfailuresusingthewatchdog mechanism:each
communicationoperationon a coprocessor(including the
send operations!) is guardedby a watchdogwhich is
armedat themomentwhenthecoprocessorhasfinishedthe
previouscommunication.Thetimeoutvalueeachwatchdog
is loadedwith representsthe latesttime at which the com-
municationshouldtake place.Whenthewatchdogreaches
its timeout,thecoprocessorinterruptsits processorandno-
tifies it abouttheabsenceof communication.

Theprocessorwhich is interruptedby a coprocessordue
to a watchdogtimeoutmustperformsomereconfigurations
on its scheduling. Thesereconfigurationsare dependent
uponthefailuretype,i.e., fail-stopor omission:� In the fail-stop case,the processordrops the faulty

communicationoperationfrom the sequenceof oper-
ations to be executedon the coprocessor, since this
communicationwill never takeplaceany more.� In the omissioncasethe processorhasnothingto re-
configuresincethe faulty communicationmight take
placeduringa futurecycle.

We will alsoneedtimeoutsfor eachoperation8 sched-
uled on someprocessor/ : eachoperation8 mustwait for
the arrival of all its datadependencies.Then,this waiting
is guardedby a watchdogwhich is loadedwith a timeout
representingthelatesttime 8 shouldreceive its datadepen-
dencies.Whenthe watchdogreachesits timeout, the pro-
cessoris interruptedfrom its waitinganddrops8 is skipped
andstartsits waiting for thenext operation.In thecaseof
fail-silent assumption,8 is removed definitively from the
schedulingon / . However we requireno reconfigurations
on thecommunicationswhich weretriggeredafter theexe-
cutionof 8 : thefailureof just onereplicaof 8 doesnot im-
ply that on the channelson which 8 wassupposedto send
its data,say

� 8 � 8�- � therewill beno morereplicasof
� 8 � 8;- �

sentby otherprocessors.It is only after the occurrenceof
a failure of all replicasof

� 8 � 8;- � that we needa reconfig-
urationon thatchannel,andthis reconfigurationis assured
by theuseof watchdogsfor thecommunicationoperations,
includingthesends.

We will presentthetimeoutcomputationin thefull ver-
sion of this paper. We just mentionit is basedupona cal-
culusof maximalexecutiontimes,doneat the scheduling
time. Also we mentionthat the timeoutscorrespondingto
the primary/backupapproachcanbe muchlarger thanthe
computedtimeoutsfor thestatemachineapproach,because
thedelaywhentheprimarycopy andseveralbackupcopies
getfaultyis thesumof thedelaysfor eachof thecopy, while
in thestatemachineapproachit is simplythemaxof thede-
lays.

Thereconfigurationprocesscanbeformallydescribedas
follows:

1. Suppose
|Y� / �3� � � � 8 for some �·� � |Y� / � � and¤n� 8�- � 8 �+0¸7 suchthat thereexist no �§- � � suchthat|Y� / �3� �§- � �¹8;- andthereexistsno , 0�� with

� / � , �10�!
andwith �§-���� }V� , � � suchthat

}V� , �.� �§- � � � 8;- � 8 � .
Thendrop the operation8 from

|Y� / � andreducethe
sizeof

|Y� / � by oneby shifting theotheroperations.

2. Suppose
}V� , �3� � � � � 8 � 8;- � for some�p��� }V� , � � . Sup-

posealso that thereexists no / 0R�
with

� / � , �g0!
such that for some � - ��� |Y� / � � we would have|Y� / �3� �§- � �{8 . Moreover, supposethat for no ,3- 0´�

with ,3- adjacentto , andno �§- -°�º� }�� ,3- � � do we have}V� , �.� �§- - � � � 8 � 8;- � .
Thendrop the tuple

� 8 � 8;- � from
}V� , � andreducethe

sizeof
}V� , � by oneby shifting theotheroperations.

If we cannotapplyany of thesestepsandwe did not get
a void pair

�[|n�B}~�
(i.e. with � |Y� / � �a�j» for all / 0p� ) then

this pair is acorrectscheduling.

4 The Heuristic

We startwith the given dag � 5 , the architecturegraph��� , theplacementconstraintsf and v andthefamilyof fail-
ure patterns W ���YX]�Q�1Xµ� \ :_^ X ^a` . We denote���.¼ the reduced
architecturegraphthat resultsdueto the occurrenceof the
failurepattern

��� X �Q� X �
, definedas: � � ¼ h � W � X � � X � ! X[\

where� X � �i½K� X � � X � �i½P� X � ! X � !´¾ W � X ' � X � � X ' � X \
We considerthat thefailurepatternsare incomparableone
to another, i.e., that for each ��� � � �r�À¿ we have

� X)�$��Á
,
��Á �$e� X

or
�ÂÁ �$e� X

,
� X¨�$e�dÁ

. Smallerfailurepatterns,
i.e.,

��� - �B� - � with
� - $e� X and

� - $e� X for some�+� � �*¿
aretoleratedby the fact that their occurrencereducesless
thearchitecturegraph.

We first try to schedulethe taskdagon each of the re-
ducedarchitecturegraphsthat result due to somefailure
pattern.Thisphaseis donewith theaidof somescheduling
algorithm,e.g.,SynDEx’s [6]. At this time theschedulings
areplain. Then,if at this phase,for someof thefailurepat-
ternsthereexists no plain scheduling,the algorithmstops
with a negativeanswerbecauseno schedulingwith replica-
tion canbe found to supportthis failurepattern.Note that
someof the schedulingalgorithmsmay work only if the
reducedarchitecturegraphsareconnected, that is, if none
of thefailurepatternssplits thearchitecturegraphinto two
or moreconnectedcomponents.If we fall in this case,we
might needto run the plain schedulingalgorithmfor each
of theconnectedcomponentsresultingfrom onefailurepat-
tern.

The first phaseprovides a family of plain schedulingsW �[| X �Q} X � \ :_^ X ^a` . We say that the operation 8 is assigned
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to / if f 8 is scheduledonto / in oneof the plain schedul-
ings, andsimilarly for datadependencies.Considerthen,
for eachplain scheduling

�[|;X®�Q}ÃXµ�
, the “replica” of the task

dag,whereoperationsareassignedto processorsanddata
dependenciesare transformedinto sequencesof routings.
Formally, this graphis � XÄ � �[ÅbÆX �2Å)ÇX �QÈpX�� where:ÅbÆX � � � / � 8 � � ¤ �i��� |Y� / � � s.t.

| X � / �3� � � �u8 ¦ÅbÇX � � � , � 8 � 8;- � � ¤ �i�?� }�� , � � s.t.
} X � , �.� � � � � 8 � 8;- � ¦È X �jÉ W � / � 8 �Q�.� , � 8 � 8;- � \ � W � , � 8 � 8;- �Q�.� /Ã- � 8;- � \� � / � 8 �_�.� /a- � 8;- �Z0�Å�ÆX �.� , � 8 � 8�- �104ÅbÇX(Ê� ÉKW � , � 8 � 8;- �Q�=� ,3- � 8 � 8;- � \ � � , � 8 � 8�- �_�.� ,3- � 8 � 8;- �§0	Å�ÇX Ê� É W � / � 8 �Q�=� / � 8;- �®\ � � 8 � 8;- �§0¨74�=� / � 8 �Q�.� / � 8�- �§0	Å�ÆX(Ê

This graph is nothing but a “replica” of the task dag, in
which operationsare assignedto processorsand datade-
pendenciesare transformedinto sequencesof

ÅbÇX
nodes

(sequencesbecauseof the possiblereroutings!). We also
denote

ÅbÆ �?Ë `X¢Ì : Å�ÆX and
Å�Ç �ÀË `X­Ì : ÅbÇX .

Theplain schedulings
��| X �B} X � :Q^ X ^n` will betransformed

into a schedulingwith replicationsas follows: the algo-
rithm inductively builds, for eachprocessor/ , the orderin
which the operationsassignedto / areto beexecutedand,
similarly, for eachchannel , the order in which the data
dependenciesassignedto , areto be executed. The algo-
rithm startswith the “void” order, in which no operation
(or datadependency) is ordered.Eachiterationof thealgo-
rithm workson thepartialorderconstructedin theprevious
iteration.In eachiteration,anoperationor datadependencyÍ 0�6y�)7 , whichminimizessomeÎ3Ï�Ð]Ñ functionis chosen.
If Í 0�6 then for all processors/ 0�� , if

� / � 8 �r0lÅbÆX
for some

� �R¿ then 8 is appendedat the endof
|Y� / � . IfÍ � � 8 � 8;- �>0À7 we append

� 8 � 8;- � at the endof
}�� , � for

each, 0p� for which
� , � 8 � 8;- �Ò0pÅbÇX for some

� �?¿ . The
algorithmendswhenall the ordersaretotal andthis is the
scheduling.Thecombinationprocedureis presentedin Fig-
ure2.

The optimality criteria (on which the Î3Ï�Ð]Ñ function is
based)arethefollowing:

1. Choosefor each
�	0�Ó

theprocessorwith theminimal
timeout. Hence,wheneverwetry to placeanoperation8 on a processor/ in thefailurepattern

�
, we compute

the timeout of this placementand choosethe place-
mentwith theminimal timeout.

2. Choosefor each
�Ô0gÓ

the processorwith theearliest
executiontime. Hence,whenever we try to placean
operation8 on a processor/ in the failure pattern

�
,

we computethe executiontime of this placementand
choosetheplacementwith theminimalstartingtime.

Oncethisproceduregivestheschedulingz , wecompute
themaximalof thedurationof executionsin thepresenceof

foreach / 02� do
|Y� / � h �u� ; endforeach

foreach , 0r� do
}V� , � h �¹� ; endforeach

foreach 8 0�6 do unmark8 ; endforeach
foreach

� 8 � 8;- �10�6 do unmark
� 8 � 8;- � ; endforeach

while
¤

someunmarkeditem in
6e��7

do
foreach 8 026 , 8 unmarked,do
if Õ � 8;- � 8 �Z027 ,

� 8;- � 8 � is markedthen
computeÎ3Ï�Ð]Ñ � 8 � ;

endif
endforeach
foreach

� 8 � 8 - �1027 suchthat
� 8 � 8 - � is unmarked

andis 8 markeddo
computeÎ3Ï�Ð]Ñ � 8 � 8;- � ;

endforeach
choosesomeÍ 0�6*��7 with theminimal cost;
if Í �e8 then
foreach / do|Y� / � h �×ÖØ Ù |Y� / ��Ú 8 if f

� / � 8 �Z0rÅbÆX
for some

� �*¿_Û|Y� / � otherwiseÛ
endforeach

endif
if Í � � 8 � 8;- � then
foreach , 04� do}�� , � h � ÖØ Ù }V� , �;Ú�� 8 � 8 - � if f

� , � 8 � 8 - �§0	Å ÇX
for some

� �*¿_Û}V� , � otherwiseÛ
endforeach

endif
mark Í ;

endwhile

Figure 2. The combination algorithm.

anyof thefailurepatterns:Ü �u���;��� x£³ 8 � z -X � �£z -X is theschedulingwhichoccurs
dueto thereconfigurationafterthe
occurrenceof the

�
-th failurepattern

¦
and comparethe result with � which is the real-time

constraint. If Ü{Ý � , i.e., the schedulingdoesnot meet
thereal-timeconstraintimposedby theuser, it is theuser’s
taskto modify the placementconstraints,the architecture,
or eventhereal-timeconstraint,andto rerunthealgorithm
on themodifiedprobleminstance.

5 An Example

We startwith the taskdagandthe architecturegiven in
Figure1, @ and A . We usethefollowing constraints:�gf ���YC£� 8 � � s for all 8 0(q�Þ)�"ß>�B��t , and f ��� X �"72� �s

for all
�¶0�q � �BªP�]àPt .
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�gf ��� : �"ÞÔ� � f ��� < �BÞ � �¥á , f ����D§�"Þ � � ª , f ��� X �B�)� �á for all
�¸0ºq � �QªK�"àPt ; f ��� : �Bß#� � f ����D£�"ß�� �Sá ,f ��� < �"ß�� � ª , f ��� C �"72� �¹á .�(v ��� X �.� 8 � 8;- �]� �â� for all

�ã0�q � �BªKt and
� 8 � 8;- �*0� ��Þ)�Bß#�Q�=��Þb�B�)�Q�=��ß>�"7��_�.��� �B7��Bt .

Observe that
7

is an operationwhich canbe executed
only on

�YC
(say,

�YC
is anactuator).

Thefailurepatternsto betoleratedare:� W q�� : t§�Bä�\;� W q�� < t§�Bä�\;� W q���D¯t§�Bä�\;� W äK�.q�� : t;\¯� W äP�3q�� < t;\ «
Theplain schedulingscorrespondingto eachfailurepat-

ternarerepresentedin Figures3, 4, and5. Notethatin Fig-
ure4 thedatadependency

��Þ)�Bß#�
is routedfrom

� < to
� :

through
� C

. The schedulingwith replicationswhich com-
binestheseschedulingsis representedin Figure6.

E
GE2å H

G å¥FH å¥F

IKJ IMN IML

F
H

G J

Figure 3. A plain scheduling for the failure
patterns

��� : �Qä�� and
��äP�B� : � .
I N I L

G å¥F
E2å H G

EI O

H
E2å H
H å¥F F

G�O G�J

Figure 4. A plain scheduling for the failure
pattern

��� < �Bä§� .

E
H E�å G

H å¥FG ålF
G

F

I O I J I NG�O

Figure 5. A plain scheduling for the failure
patterns

��� D �Qä��
and

�[äK�B� < �
Theconventionsontheschedulinggraphsarethefollow-

ing:� A one-letterlabeledbox representsan operation; a
two-letter labeledbox representsa datadependency.
Theverticalheightof abox is proportionalto its dura-
tion of execution.� In Figure6, anarrow which doesnot toucha box rep-
resentsa communicationthat is ignoredby its target
operationwhich“alreadyreceived” therespectivedata
dependency from anothersource.IKJ IMN

H
G

IPO
E
H E�å G

G å¥F

IML

G å¥F
E�å H
H å�F

G
E

E�å H
F

H å�F

G O G J

Figure 6. The combination of the plain
schedulings of Figures 3, 4, and 5.

An exampleof reconfiguration(in the fail-silent case)
aftertheoccurrenceof a failurepatternis presentedin Fig-
ure7. Theinitial schedulingis theonein Figure6, andour
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examplepresentsthereconfigurationaftertheoccurrenceof
thefailurepattern

��� : �Qä�� .
E
GE�å H

G å¥FH å¥F
H

IKJ IMN IML
E�å H
G O

F

G J

Figure 7. Reconfiguration after the occur -
rence of failure pattern

��� : �Bä�� .
6 Conclusions

Thetwo maincontributionsof thisarticlearetheformal-
ization of the problemof schedulingan algorithm onto a
distributedarchitecture,with thepossibilityto toleratesome
pre-establishedfamily of failurepatternsandthealgorithm
which solves this problem using a greedy-like heuristic.
The algorithmgivesa possiblysuboptimalsolutionwhich
can be checked for satisfyingsomereal-timeconstraints.
Weplanto implementthisheuristicandtestit onseveralar-
chitecturesusingdifferenttypesof channels,i.e., different
communicationprotocols.

One direction of further study is the investigationof
somecriteria which may assurethat someschedulingsare
betterthantheothers.Anotherdirectionis to find protocols
which meetour arbitrationpolicy on channelsand to for-
mally verify thattheseprotocolscorrectlycombinewith the
principlesof execution.
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