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Abstract

We addressthe problemof off-line fault tolerant schedul-
ing of an algorithmontoa multiprocessolrchitecture with
distributedmemoryand provide a genericalgorithmwhich
solvesthis problem.\We take into accounttwo kindsof fail-
ures: fail-silent and omission.The basictechniquewe use
is the replication of operationsand data communications.
We thendiscussthe principleswhich governthe execution
of schedulingswith replicationunderthestate-mahbineand
the primary/bakup arbitrationsbetweerreplicas. We also
showhowto computehe executiondatefor each opertion
andthe timeoutswhich are usedfor detectingfailures. We
endwith a heuristicwhich, usingthis calculus,computes
possiblynon optimal schedulingby finding plain schedul-
ingsfor ead failure patternand thencombiningtheminto
a schedulingwith replication.

Keywords: Fault-tolerance Embeddedlistributedsystems,
Sdeduling Dependablesystems.

1 Intr oduction

Embeddedystemsarealmostalwaysassociatedo hard
real-time constraints,i.e., deadlineswhose missing may
produceirrecoverabledamageto the system. Moreover,
suchsystemsare often implementedon distributed archi-
tecturedor reason®f performancéncreasefault-tolerance
or topologicaldistribution. Oneof themainproblemswhen
programmingsuchsystemsis the schedulingof the tasks
onto the distributedtarget architecturesuchthat the dead-
linesarealwaysmet. Thetwo classicaloptionsareoff-line
andon-line scheduling.The off-line techniqueassuredet-
ter real-timepropertiesghanthe on-linetechniquej.e., the
possibilityto meettighterreal-timeconstraintsin contrast,
theon-linetechniqudas moreresilientanddoesnot presup-
posecompletedeterminag of the behaior of the system.
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For embeddedystemsompletedeterminayg of thebehar-
ior is desirableso off-line schedulingis often preferredto
on-linescheduling.

The problem changesdramaticallywhen failures have
to be taken into consideration. Since failures cannot, by
their nature, be predicted,the very basic assumptionfor
off-line schedulingthe determinism,s demolishedandit
seemghatthistechniqueshouldleave spaceo theother[4].
But, as some other studieshave shavn this is not the
case[2, 5, 1]: acertaindegreeof nondeterminisntanbe
permittedat the schedulingtime within the system. How-
ever thesestudieshave focusedon processoffailures, as-
suming restrictedarchitecturegraphswith reliable chan-
nels[2, 5] or independentasks[1]. On the other hand,
the studieswhich focuson channefailurestendto consider
only on-line schedulingsincethey arenaturallyconnected
to communicatiorprotocols[8, 9, 11].

We investigateherethe problemof off-line fault-tolerant
scheduling where both processorsand channelsmay get
faulty andno assumptions madeon thetopologyof thear-
chitectures.We provide a heuristicbasedalgorithmwhich
solvesthis problem. Concretely our algorithmtakesasin-
put a specificationof the algorithmto be distributed (A), a
specificationof the targetarchitecturgB), alist of pattern
failures(C), someplacementconstraints(D), somereal-
time constraintg£), andinformationaboutthe execution
durationof thealgorithmontothearchitecturd F). It gives
asoutputa schedulef A onto B, satisfyingD, andtolerant
to thefailuresof C. It alsoindicatesthanksto F whetheror
notthis schedulesatisfie<.

We arenotinterestedereinto analgorithmthatgivesthe
bestfaulttolerantschedulingw.r.t. theexecutiondurations.
This problemembodieghe problemof real-timeschedul-
ing, which is a well-known NP-completeproblem[3], and
thereforeour problemis NP-completeoo. Ratherwe pro-
vide a heuristicthat givesonescheduling possiblynot the
best.This schedulings thenchecledfor meetingthe given
real-time constraints. In the eventuality of a negative an-
swer theusercanmodify the placementonstraintr even
add more hardware and start the heuristicagainwith the
modified probleminstance.The whole processendswhen



thegivenreal-timeconstraintaremet.
Thecontributionsof this paperare:

e Thestatemenbf the off-line fault tolerantscheduling
problemfor agenericclassof distributedsystemdack-
ing centralizedcontrol and for two typesof failures:
fail-silentandomission.

e Thestatemenbf the principlesthatgovernthe execu-
tion of fault tolerantschedulingson distributed archi-
tectures.

e An algorithm which solves the statedoff-line fault-
tolerantschedulingoroblem.

The paperrunsasfollows: we introduce,in Section2,
the notion of schedulingwith replication. We thendiscuss
the principlesthat govern the executionof theseschedul-
ingsin Section3. Thealgorithmis presentedn Section4,
illustratedwith an example. We end with a shortsection
containingconclusionsanddirectionsof furtherstudy

2 Schedulings

We work with distributed systemscomposecf proces-
sorsandchannelsWe modelthis by anundirectedbipartite
graphG, = (P U C, E) whereP is the setof nodesthat
representhe processors( is the setof nodesthat repre-
sentthe channeland E C P x C U C x P representshe
processochannelconnections.We call two channels, ¢’
adjacentff thereexistssomeprocessop connectedo both,
i.e.,(c,p) € Eand(p,c') € E.

Processorperformdifferentoperationsanddeliver their
resultsto other processordy meansof channels. Each
processocchannelconnectionis governedby a communi-
cationcoprocessorThe connectionbetweerthe processor
andeachof its coprocessoris by meansof several buffers
of length1, with blocking read/writefacility, meaningthat
a processoicannotput more than one datainto the same
buffert. We alsoassumehat distinct communicationsise
distinct buffers. Eachcoprocessorunssomecommunica-
tion protocolwhichassureseal-timemessageéeliverywith
a known upperboundon the durationof the communica-
tion in theabsencef competitionfor gettingcontrol of the
channel. Communication®n multipoint channelsare as-
sumedto be broadcast-lik. This feature,combinedwith a
strictorderonthesend andr ecei ve actionson eachco-
processaris necessaryn orderto achieve a deterministic
behaior aswell asthe predictabilityof the maximaldura-
tion of execution.

The algorithmsto be scheduledare representedby di-
rectedagyclic graphsor taskdagsfor short,G, = (R, D).
The nodesr € R representoperationsand the edges

IHenceour modelof the architecturds aboundedasyntironousone.

(r1,72) € D representatadependenciebetweenopera-
tions,i.e., thefactthata specificoutputof the sourceoper
ationr; is neededdy thetargetoperationr, for its compu-
tation. The taskdagsareto be executedrepeatediyon the
architecturegraph, thatis, their executionmustbe cyclic,
andthe durationof this cycle dependsiponthe placement
of theoperationntothearchitecture.

An exampleof ataskdagandanalgorithmgraphis pre-
sentedin Figure 1 (¢ andb resp.). In the task dag data
aresupposedo flow from left to right. In the architecture
graph,thenodesP;, P,, P; and P, arethe processorand
thenodesC; andC, arethechannels.
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Figure 1. (a) A task dag; (b) An architecture
graph.

Thefailureswe wantto tolerateareof two types:

1. fail-silent: oncea components faulty it will never
recoverandit will notprovide ary outputfor all inputs
it receiveshenceforth.

2. omission acomponenmayfail to producethe output
it shouldhave producedvhenreceving acertaininput,
but anew inputmayproducehecorrectoutputfor this
new input, asif thepreviousinputwasdiscarded.

A failur e pattern is a pair (P', C") with P" C P and
C' C C. Theintuition is that the processorsn P’ and
the channelsn C' arefaulty andthereforeit is the restof
the architecture graph that hasto assurethe executionof
thetaskdag. As fail-silentbehaviors areparticularcaseof
omissionbehaiors, whenafailure patternis amix of both,
we considey for the easeof reasoningthatall the failures
areomissionfailures.

When studyingthe fault-toleranceproblemone usually
is concernedvith toleratinga numbern of faultswithin
eachcycle of theexecution.Thiscanbegeneralizedy con-
sideringalsothatonly somedesignatedailure patterngnay
occur For examplewe may considerthatfor a certaintype
of processorsa certainratio of failuresis tolerable different



typeshaving differentratios. It couldalsohapperthatsome
of our processonodesareactuatoiswhoseactioncannotoe
replicated thereforewe cannottolerateary failure of these
actuators Hencewe will take into accountfamiliesof fail-
ure patterns i.e., families ((P;, C;)) whereP; C P
andC; C C.

The placementconstaints and executiondurations are
encodedn thefollowing two functions:

1<i<t

e p: P x R — NU {oo} definesfor eachoperationr
andprocessomp, the maximaldurationof executingr
onp. Thevalueco meanghatr cannotbe scheduled
ontheprocessop.

e 0 : C x D — N definesfor eachdatadependeng
d = (r1,72) andchannelk € C the maximalduration
of transmittingthe dataproducedby r; andneededy
r9 alonge.

We assumehat ary type of datacanbe sentonto ary
channelln contrasttherestrictionthatsomeoperatiorcan-
not be executedonto someprocessostandsfor situations
like thelack of sufficientlocal resource®r for input/output
operations.

A schedulingis a mappingassociatingo eachproces-
sor and channelin the architecturesomesequencef op-
erations resp. datadependencies the taskdagsuchthat
the architecture'behaveslike” the taskdag. As we want
the schedulingto be tolerantto failureswe needto have
replicasof the sameoperationon several distinct proces-
sors,andsimilarly for datadependenciesHencewhatwe
call schedulings slightly more generalthanthe usualno-
tion of schedulingof analgorithmontoanarchitecturg®].
Formally, a schedulingis a pair of functionsS = (f,h)
with f : P — R* andh : C — D* whereR* andD*
arethesetsof sequenceever R, resp.D. We denote f (p)|
the length of the sequencef(p), f(p)[i] the i-th element
in this sequenceande the emptysequenceA scheduling
mustsatisfythe following requirements:

1. If (¢',r) € D andf(p)[i] = r then

e thereexistsi’ < i suchthat f(p)[i'] = '
or
o thereexistsc € C' with (p,¢) € E andj < |h(c)|

suchthath(c)[j] = (+', 7).

2. If h(e)[i] = (r1,r2) thenthereexistssomep € P with
(p,¢) € E suchthat

e thereexistsi < |f(p)| suchthat f(p)[i]] = m
or
¢ thereexistsanotherd € C with (¢/,p) € E and

i < |h(c)| suchthath(c)[i] = (r1,72).

3. If f(p)[i] =7 and f(p)[i'] = theni =1'; similarly, if
h(e)[i]=(r1,72) andh(c)[i'] = (r1,72) theni=4'.

4. For eachp € Pandl < 7 < ¢ <
(f@)[i'], f(0)[i]) & D.

5. For eachr € R, thereexistsp € P andi < |f(p)|
suchthat f(p)[i] = r.

[f ()],

Theorsaboveareinclusive,i.e.,bothconditionsmayoc-
cur. Requiremeng allowsroutingof datadependencieand
assumehatthis takesno time from the “router” processar

A plain schedulingis a schedulingn which eachoper
ationis schedulednly once. Henceplain schedulingsare
theschedulingsvithoutfailuretolerance.

Finally we aregivenareal-timeconstraintA asanupper
boundon thedurationof the schedulingwithin eachcycle.

3 How to “Execute” a Fault-Tolerant

Scheduling

We discussherethe principles which govern the exe-
cutions of schedulings. This sectionmight also be seen
asa discussiorof the principlesof codegenemtion. This
discussioris necessarginceour modelabstractgrom the
existenceof coprocessorsThis implies that, after a fault-
tolerantschedulingis obtained,the sequencef send or
recei ve operationson each coprocessorhasto be de-
ducedfrom the sequencef communication®n eachchan-
nel.

The first principle is relatedto normal executionsof a
schedulingj.e., executionswithin eachcyclein theabsence
of faults,while the secondprincipleis relatedto transitory
executionsj.e., to cyclesin which somefailure patternoc-
curs.

The first principle governs “normal” executions of
schedulinggi.e., in theabsencef faults)andconcernghe
arbitration betweemmultiplereplicasof an operation:

Assumeoperationr is schedulednto processomp and
needssomedataprovided by operationr’. As fault toler-
anceis achieredby replication,it will oftenbethecasethat
multiple copiesof r' arescheduledn differentprocessors
andsendheirdatato r ondifferentchannelsTwo problems
occur:

1. Which copy of (+',r) is to be usedby r whenthese
copiesarrive atr on differentchannels.

2. Whichcopy of 7' will sendthedatadependeng(r’, )
onthesamechannelf two or morecopiescompeteor
thechannel.

In thefirst caseit is naturalto assumehatthefirst com-
municationarrivedis the oneactuallyusedby r, the others
being simply discardedupontheir arrival. This is a state
madine principle[10] of arbitrationbetweercopies.



In the secondcasewe requirethat on eachchannelc
thereexistsatmostonecopy of thedatadependeng(r', r).
Thatis, thedifferentcopiesof ' competdor sendingr’, r)
andonly thewinning copywill proceed.Classicalchoices
for thearbitrationmechanisnare:

e The state-mahinearbitration[10]: thefirst operation
completingits executionis the onethat wins the arbi-
tration,theotherssimply discardingheir communica-
tion operations.

e The primary/badkup arbitration[7]: the copiesof the
sameoperationare divided into primary and badkup.
In anormalexecution,it is theprimarycopy whichal-
waysdeliversthe data. Whenits failureis detectedy
thebackupcopies,acoherenthoiceof anew primary
copy is performedusinga table of choicescomputed
beforehand.

In the state-machineasethereis nothingto chooseat
runtime: the concurreng betweenthe copiesassureghat
thefirst thatcompletests executionis theonethatsendghe
data.In the primary/backupraseit is still naturalto design
the choiceof the primary copy asthe onethat assureghe
minimal latesttime of delivery.

Hencethefirst principleimpliesthat, for eachprocessor
pi, thegeneratedodefor the coprocessoof theconnection
(pi, ¢) containsa send, while the coprocessoof the con-
nection(p, ¢) containsar ecei ve. For the state-machine
approach,the sends must be “conditioned by success”
while for the primary-backumpproactihesend of thepri-
marycopy is “unconditioned andtheothersare“triggered”
by somewatchdogtiimeout.

This principle allows us to computethe starting and
ending executiontime (in the absenceof faults)for each
scheduling. Thesearein facttwo partial functionsa (the
starting time) and 3 (the endingtime) whosedefinitionis
presentedn the sequeltogethemwith theintuitive explana-
tion:

1. Thedomainsof botha andg consistof

e Pairs(p,r) wherep € P andr € R is scheduled
onp,i.e. f(p)[i] = r for somei < |f(p)|.

e Triples (¢,r,r') wherec € C and(r,r') € D
is scheduledne, i.e. h(c)[i] = (r,r") for some
i < |h(e)l-

a(p,r) and B(p,r) representhe startingand ending
executiontime for the replica of » which is sched-
uledonp, while a(c, r,r') andf(c, r,r') representhe
startingand ending executiontime for the replica of

(r,r") whichis scheduledne.

2. The replica of r executedon p is executed only
after the operationwhich precedes on p was ex-
ecutedand only after the receptionof at least one
copy of eachdatadependeng (v',r) neededby 7:

a(p,r) =max ({min{ﬂ(c, rr) | ce C,3j < |h(c)| st
h(e)lj] = (r',r)} | (r,r)e D}
{8, F@)li-1)) |i > 2})
Here,in theinnermostset{A(c,r",r) | 3c € C,3j <
|h(c)| s.t.h(c)[j] = (r',r)} the data dependeng
(r',r) isfixed,only ¢ mayvary.

3. Thereplicaof (r, r') transmittedon ¢ is executedonly
after the communicationwhich precedegr,r’) on ¢
wasexecutedandonly afteratleastoneprocessocon-
nectedto p hasendedr or after this datadependeng
hasbeentransmittecon a channekldjacento ¢:

ale, (r,r')) =

= max [{B(c,r1,m2) | MOl =1] = (11,72),§ >2}

U min({B(pr) | € P,3j <If ()| s @] =7}
u{B(c,rr'") | 3¢ € C,¢ adjacentoc,

3j < [h(e)] st ()] = (r,7)})]

4. ,3(]7,7') = Oé(p,’l”) + p(par) and ,8(0,’1”1,7"2) =
ale,r1,12) + o(e,r1,72).

Also, we denotedur(S) thelargestendingtime of exe-
cutionof all operations,

dur(8) = max ({B(p,7) | i <|f(p)| st f(p)li) =7}
U{Ble,r,7") | 35 < ()] st h(Q)[j]=(r,7")})

Concerningthe computationof the startingand ending
executiontimesin the primary/backupapproachwe note
that an executionwithout failuresin this approachcan be
seenasan executionof a plain schedulingby the factthat
eachoperatioris entitledto receveall its datadependencies
from a singlesource Hence jinsteadof the mixed max-min
calculusabore,we would have aplainmax-calculuslikein

e.g.[6].

The secondprinciple is relatedto a transitoryexecution
of aschedulingj.e.,thecyclein which afailure patternoc-

curs,andwe call it theprinciple of reconfiguration. Since
we want the systemto performreal-timecomputationand
notto stopupontheoccurrencef afailureandrunsomere-

configurationprotocol,we needto settlea consistentecon-
figurationpolicy for eachprocessar The only information
thatis accessibléo eachprocessoatthetime of afailureis

theabsenc®f a certaincommunicationwhichimpliesthat
eitherthe sourceprocessaror the communicatiorchannel,
or botharefaulty.



We detectfailuresusingthe watchdog mechanismeach
communicationoperationon a coprocessofincluding the
send operations!) is guardedby a watchdogwhich is
armedatthemomentwhenthe coprocessohasfinishedthe
previouscommunicationThetimeoutvalueeachwatchdog
is loadedwith representshe latesttime at which the com-
municationshouldtake place. Whenthe watchdogreaches
its timeout,the coprocessomnterruptsits processoandno-
tifiesit abouttheabsencef communication.

The processowhichis interruptedby a coprocessodue
to awatchdogtimeoutmustperformsomereconfigurations
on its scheduling. Thesereconfigurationsare dependent
uponthefailuretype,i.e., fail-stopor omission:

e In the fail-stop case,the processordrops the faulty
communicatioroperationfrom the sequencef oper
ationsto be executedon the coprocessgrsince this
communicatiorwill nevertake placeary more.

¢ In the omissioncasethe processohasnothingto re-
configuresincethe faulty communicationmight take
placeduringafuturecycle.

We will alsoneedtimeoutsfor eachoperationr sched-
uled on someprocessomp: eachoperationr mustwait for
the arrival of all its datadependenciesThen, this waiting
is guardedby a watchdogwhich is loadedwith a timeout
representinghe latesttime r shouldreceve its datadepen-
dencies.Whenthe watchdogreachests timeout, the pro-
cessoiis interruptedrom its waiting anddropsr is skipped
and startsits waiting for the next operation.In the caseof
fail-silent assumptiony is removed definitively from the
schedulingon p. However we requireno reconfigurations
onthe communicationsvhich weretriggeredafterthe exe-
cutionof r: thefailure of justonereplicaof » doesnotim-
ply thaton the channelson which » wassupposedo send
its data,say(r,r') therewill be no morereplicasof (r,r')
sentby otherprocessorslt is only after the occurrenceof
a failure of all replicasof (r,r') thatwe needa reconfig-
urationon that channel,andthis reconfiguratioris assured
by the useof watchdogdor the communicatioroperations,
includingthesends.

We will presenthetimeoutcomputationin thefull ver-
sion of this paper We just mentionit is basedupona cal-
culus of maximal executiontimes, doneat the scheduling
time. Also we mentionthat the timeoutscorrespondingo
the primary/backupapproachcan be muchlargerthanthe
computedimeoutsfor the statemachineapproachbecause
thedelaywhenthe primary copy andseveralbackupcopies
getfaultyis thesumof thedelaysfor eachof thecopy, while
in thestatemachineapproactit is simply themaxof thede-
lays.

Thereconfiguratioprocescanbeformally describedis
follows:

1. Supposef(p)[j] = r for somej < |f(p)| and
3(r',r) € D suchthatthereexist no j' < j suchthat
f(p)[j'] = " andthereexistsnoc € C with (p,c) € E
andwith j* < |h(e)| suchthath(c)[j'] = (+',r).
Thendrop the operationr from f(p) andreducethe
sizeof f(p) by oneby shifting the otheroperations.

2. Supposéei(c)[j] = (r,r') for somej < |h(c)|. Sup-
posealso that thereexistsno p € P with (p,c¢) €
E suchthat for somej’ < |f(p)| we would have
f(p)[j'] = r. Moreover, supposehatfor noc' € C
with ¢’ adjacento ¢ andno j” < |h(c')| dowe have
h(e)[j"] = (r,7").

Thendrop the tuple (r, r') from h(c) andreducethe
sizeof h(c) by oneby shifting the otheroperations.

If we cannotapplyary of thesestepsandwe did not get
avoid pair (f, ) (i.e. with | f(p)| = 0 for all p € P) then
this pairis a correctscheduling.

4 The Heuristic

We startwith the givendag G, the architecturegraph
Gp, theplacementonstraintg ands andthefamily of fail-
ure patterns((P;, Ci)), .., We denoteG,, the reduced
architecturegraphthatresultsdueto the occurrenceof the
failure pattern(P;, C;), definedas: G, := (P; U C;, E;)
where

?i:P\Pi, GZIC\C,, EZ’ZEH (?iX€i UU;‘XFZ')

We considerthatthefailure patternsareincomparble one
to anotheri.e.,thatfor eachl < i < j <twehae P;
P;,P; Z PyorC; € C;, C; € C;. Smallerfailurepatterns,
i.e,(P',C")ywith P' C P;andC’ C C; forsomel <i <t
aretoleratedby the fact that their occurrenceeducedess
thearchitecturegraph.

We first try to schedulehe taskdagon ead of there-
ducedarchitecturegraphsthat result due to somefailure
pattern.This phasds donewith the aid of somescheduling
algorithm,e.g.,SynDEX's[6]. At thistime theschedulings
areplain. Then,if atthis phasefor someof thefailure pat-
ternsthereexists no plain scheduling the algorithm stops
with a negative answembecausao schedulingwith replica-
tion canbe foundto supportthis failure pattern. Note that
someof the schedulingalgorithmsmay work only if the
reducedarchitectureggraphsare connectedthatis, if none
of the failure patternssplits the architecturegraphinto two
or moreconnecteccomponentslf we fall in this case we
might needto run the plain schedulingalgorithmfor each
of theconnectedomponentsesultingfrom onefailure pat-
tern.

The first phaseprovides a family of plain schedulings
((fishi)),<;<,- We saythatthe operationr is assigned



to p iff r is schedulednto p in one of the plain schedul-
ings, and similarly for datadependenciesConsiderthen,
for eachplain scheduling( f;, h;), the “replica” of thetask
dag,whereoperationsare assignedo processoranddata
dependencieare transformedinto sequencesf routings.
Formally, this graphis G} = (V,F U V,C, M;) where:

VP={(p,7) | 35 < |f(D)| st fi(p)lj] =}
VE={(enr') | 3 < (O] SLA(e)li] = (r,1"))

M; = {((pa T): (C, T, TI))a ((C, T, Tl)v (plarl))
| (1), (P's7") € VP, (e,m1") € VIE
U ((c,r,r'),(c’,r,r')) | (c,r,r'),(c’,r,r’)eViC}
U{(@.), @) | () €D, (0,7), (9,7 VP }

This graphis nothing but a “replica” of the task dag, in
which operationsare assignedo processorsand datade-
pendenciesare transformedinto sequence®f V¢ nodes
(sequencebecausef the possiblereroutings!). We also
denoteV? = |Ji_, VP andV? = |Ji_, VC.

The plain schedulingg f;, hi)1<i<¢ Will betransformed
into a schedulingwith replicationsas follows: the algo-
rithm inductively builds, for eachprocessop, the orderin
which the operationsassignedo p areto be executedand,
similarly, for eachchannelc the orderin which the data
dependencieassignedo ¢ areto be executed. The algo-
rithm startswith the “void” order in which no operation
(or datadependeny) is ordered.Eachiterationof the algo-
rithm worksonthe partialorderconstructedn theprevious
iteration.In eachiteration,anoperatioror datadependeng
x € RU D, whichminimizessomecost functionis chosen.
If z € R thenfor all processor® € P, if (p,r) € VI
for somei < t thenr is appendedat the endof f(p). If
z = (r,r") € D we append(r,r') atthe endof h(c) for
eache € C for which (¢, r,7') € V¢ for somei < t. The
algorithmendswhenall the ordersaretotal andthis is the
scheduling.Thecombinatiorprocedurés presentedh Fig-
ure2.

The optimality criteria (on which the cost function is
basedprethefollowing:

1. Choosefor eachi € I the processowith the minimal
timeout Hence wheneerwetry to placeanoperation
r onaprocessop in thefailure patterni, we compute
the timeout of this placementand choosethe place-
mentwith theminimal timeout.

2. Choosefor eachi € I the processomwith the earliest
executiontime Hence,wheneer we try to placean
operationr on a processolp in the failure patterns,
we computethe executiontime of this placementaind
choosehe placementvith the minimal startingtime.

Oncethis proceduragivestheschedulingS, we compute
themaximalof the durationof executionsn the presencef

foreachp e Pdo f(p) :=¢; endf oreach
foreach ce Cdo h(c) := ¢; endf or each
foreach r € R do unmarkr; endf or each
foreach (r,7") € R do unmark(r,r'); endf or each
whi | e 3 someunmarleditemin R U D do
foreachr € R, r unmarled,do
i f Y(r',7) € D, (+,r)is markedt hen
computecost(r);
endi f
endf or each
f oreach (r,7') € D suchthat(r,r') is unmarled
andis r markeddo
computecost(r, r');
endf or each
choosesomer € R U D with theminimal cost;
if x=rthen
foreachpdo
itf (p,r) € V¥

fp)-r
f(p) = for somei < ¢;
f(p) otherwise;
endf or each
endi f
ifz=(r,")then
foreachce Cdo

h(c)-(r,7") iff (c,r,7")€VE
h(c) := for somei < t;
h(e) otherwise;
endf or each
endi f
markz;
endwhi | e

Figure 2. The combination algorithm.

anyof thefailure patterns:

p = max {dur(S}) | S} is theschedulingvhich occurs
dueto thereconfiguratiorafterthe
occurrencef thei-th failure pattern}

and comparethe result with A which is the real-time
constraint. If > A, i.e., the schedulingdoesnot meet
thereal-timeconstrainimposedby the user it is theusers
taskto modify the placementconstraintsthe architecture,
or eventhereal-timeconstraintandto rerunthe algorithm
onthemodifiedprobleminstance.

5 An Example

We startwith the taskdagandthe architecturegivenin
Figurel, a andb. We usethefollowing constraints:

e p(Ps,r) =ocoforallr € {4,B,C},andp(P;, D) =
oo foralli € {1,2,4}.



o p(PlaA) = p(PZaA) =3, p(P47A) =2, p(HaC) =
3foralli e {1,2,4}; p(P1,B) = p(Py,B) = 3,
o(Ps, B) =2, p(Py, D) = 3.

e o(Ci,(r,r")) = 1foralli € {1,2} and(r,r') €
{(4,B),(4,C),(B,D),(C,D)}.

Obsene that D is an operationwhich canbe executed
only on P; (say P; is anactuator).
Thefailure patterngo betoleratedare:

(P10, (P2,0), ({Pi},0), (0.{C1)), (8, {C21))

Theplain schedulinggorrespondingo eachfailure pat-
ternarerepresenteth Figures3, 4, and5. Notethatin Fig-
ure 4 the datadependeng (A, B) is routedfrom C; to Cy
through P;. The schedulingwith replicationswhich com-
binestheseschedulingss representeth Figure6.

Py Ps3 Ca Py
A
‘A—»BF
C
B
C —-D
B — D
D
v

Figure 3. A plain scheduling for the failure
patterns (P, 0) and (0, Cy).

P Cl P3 C2 Py
A
‘A—»BF
‘A—)BF C
B C’—)i‘—
1B D]
D
Y

Figure 4. A plain
pattern (P, ).

scheduling for the failure

P C1 P> P3
A
TA—)C‘
B
C
B — D
C—D
D
'

Figure 5. A plain scheduling for the failure
patterns (P4, ) and (0, Cs)

Thecorventionsontheschedulinggraphsarethefollow-

ing:

e A one-letterlabeled box representsan operation; a
two-letter labeledbox represents datadependeng
Theverticalheightof aboxis proportionalto its dura-
tion of execution.

e In Figure6, anarrow which doesnottouchabox rep-
resentsa communicatiorthatis ignoredby its target

operationwhich“alreadyreceved” therespectie data
dependengfrom anothersource.

P1 Cl Pz P3 02 P4
A
A
‘A—»BF
A—C ] C
B
B A— B
| C—D
TB—»D‘ c B — D
|
‘C—»DF D

Figure 6. The combination of the plain
schedulings of Figures 3, 4, and 5.

An exampleof reconfiguration(in the fail-silent case)
afterthe occurrenceof afailure patternis presentedn Fig-
ure?. Theinitial schedulings theonein Figure6, andour



examplepresentshereconfiguratioraftertheoccurrencef
thefailurepattern(P;, ).

Cl P2 P3 CZ P4
A
‘A—)BF
C
,Jbi‘— B
C —- D
B — D
D
Y

Figure 7. Reconfiguration after the occur -
rence of failure pattern (P, 0).

6 Conclusions

Thetwo maincontributionsof thisarticlearetheformal-
ization of the problemof schedulingan algorithm onto a
distributedarchitecturewith thepossibilityto toleratesome
pre-establishetamily of failure patternsandthe algorithm
which solwves this problem using a greedy-like heuristic.
The algorithm gives a possiblysuboptimalsolutionwhich
can be checled for satisfying somereal-time constraints.
We planto implementhis heuristicandtestit on severalar-
chitectureausingdifferenttypesof channelsj.e., different
communicatiorprotocols.

One direction of further study is the investigationof
somecriteriawhich may assurethat someschedulingsare
betterthantheothers.Anotherdirectionis to find protocols
which meetour arbitrationpolicy on channelsandto for-
mally verify thattheseprotocolscorrectlycombinewith the
principlesof execution.
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