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Abstract

We presentin this papera heuristic for producingau-
tomaticallya distributedfault-tolerant scheduleof a given
data-flowalgorithm onto a given distributed architectuie.
The faults consideed are processorfailures, with a fail-
silentbehavior Fault-toleranceis achievedwith the soft-
ware redundancyf computationandthetimeredundancy
of data-dependencies.

Keywords: Real-timeembeddedystemsgsoftwae im-
plementedfault-tolerance static scheduling distribution
heuristics.

1 Introduction

Embeddedsystemsaccountfor a major part of criti-
cal applications(space,aeronauticsnuclear...) as well
as public domain applications (automotve, consumer
electronics . . ). Theirmainfeaturesare: dualityautomatic-
control/discrete-gent, critical real-time, limited resources,
anddistributedandheterogeneouarchitectures.

Synchronougrogrammingd4] offersspecificatiormeth-
ods and formal verification tools that give satisfying an-
swersto the above mentionedneeds. Synchronoudan-
guagesare basedupon the modeling of the systemwith
finite state automata,the specificationwith formally de-
fined high level languagesandthe theoreticalanalysisof
the modelsto obtainformal validationmethods.However,
two aspectextremelyimportantw.r.t. thetargetfields, dis-
tribution andfault-tolerance[6], arenottakeninto account.

Starting from a data-flav algorithm and a distributed
architecture pur goal is to produceautomaticallya fault-
tolerantdistributedschedulef thealgorithmontothearchi-
tecture. The kind of failuresthat mustbe toleratedis fail-
silentprocessofailures[1], andtheirnumbeiis alsoknown.
To achiere this, we presenta distribution heuristicswhich
replicatesthe computationsand data-dependenciesf the
algorithm so that the obtainedstatic scheduleémplements
the software redundang of computationsaandtime redun-
dang of data-dependencieBy takinginto accounthe ex-
ecutiondurationsof all computation®nall processorsand
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the communicationdurationsof all data-dependenciesn
all communicatiorlinks, we are ableto computethe total
executiontime of the obtainedschedulepothin the pres-
enceandin theabsencef faults.

Our solutionextendsthe “Algorithm ArchitectureAde-
guation” method[3] with fault-toleranceandallows usto
usetoolslike SYNDEX [7] to produceautomaticallyfault-
tolerantdistributedcodefor our tagetembeddedystems.

2 Fault-Tolerance Problem and M odels

Fault-Tolerance Problem. Givenan algorithmspecified
as a data-flav graph, a distributed architecturespecified
as a graph, somedistribution constraints,somereal-time
constraintsanda numberK, produceautomaticallya dis-
tributed schedulefor the algorithm onto the architecture
w.r.t. the distribution constraints,satisfying the real-time
constraintsandtolerantto K permanenfail-silent proces-
sor failures, by meansof error compensationusing soft-
wareandtime redundany.

Algorithm Model. Thealgorithmis modeledby a data-
flow graph Eachvertex is an operation andeachedgeis a
data-dependencyl he algorithmis executedrepeatedIyfor
eachinput eventfrom the sensorsn orderto computethe
outputeventsfor actuators.We call eachexecutionof the
data-flav graphaniteration. This model exhibits the po-
tentialparallelismof thealgorithmthroughthe partialorder
associatedio thegraph.Graphoperationscanbe:

1. A computationoperation(conp): outputvaluesde-
pendonly oninputvaluesj.e., thereis nointernalstate
variableandno sideeffect.

2. A memoryoperation(memn): the datais heldby anem
in sequentiabrderbetweeriterations.

3. An external input/outputoperation(ext i 0): opera-
tions with no predecessaofresp.no successorare ex-
ternalinputinterface(resp.output)handlingtheevents
producedby the sensorqresp.actuators). Theseare
the only operationswith side effects, but we assume
thattwo executionsof agiveninputext i o inthesame
iterationalwaysproducethe sameoutputvalue.
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Figure 1. (a) An algorithm graph: | and O are
exti os, A-E are conps. (b) An architecture
graph with three processor s and a bus.



Architecture Model. The architectureés modeledby an
hypegraph,wherenodesareprocessor®r communication
links, andedgesare connectiondetweerthem. A proces-
soris madeof a CPU,alocal memory andseveralcommu-
nicationunits, eachconnectedo onecommunicatiorink.
Communicatiorunitsexecutedatatransferscalledconms.
Distribution Constraints. They consistin assigningto
eachpair (operation processor the value of the execution
durationof this operationonto this processar The value
“00” meansthat this operationcannotbe executedon this
processar Similarly, we assigna communicationduration
to eachpair (datadependeng, communicatiorink).

For instance,the distribution constraintsfor the algo-
rithm graphandthearchitecturagyraphof Figurel aregiven
by the two following tablesof time units:

operation
| A B C|D]J|E @)
S PL| 1 2 3 213 |1]15
<] P2 | 1 2115|131 |1]15
T lP3floo|2]15|1]1|1]

data-dependewc

I>A | AbB | AsC | AbD | BbE | CE | DoE | EO
125| 05 | 05 1 05 | 06 | 08 1
Here it takes more time to communicatethe data-
dependeng I>A than A>B simply becausdghereare more
datato transmit.

3 TheProposed Solution

Principle. We use the software redundang of conps,
mens, andext i os, andthetime redundang of comms.
Eachoperationo of the algorithm graphis replicatedon
K + 1 differentprocessorsf thearchitectureggraph,where
K is the numberof permanenffailuresto be supported.
Among theseK + 1 replicas,the one whosecompletion
dateis the earliestis chosenasthe mainreplica Comple-
tion datesarecomputedaccordingo thetablesgivenby the
userin thedistribution constraints.The mainreplicasends
its resultsto eachprocessoexecutingonereplicaof each
successooperationof o, exceptthe processoralreadyex-
ecutinganotherreplicaof o. The processorexecutingthe
mainreplicais calledthe mainprocessorf o. Theremain-
ing K processorsxecutingo, called badkup processos,
executeo andwatch on the responseof the main proces-
sor. If the main processodoesnot respondon time, it is
consideredhsfaulty, andanothemain processoexecuting
areplicaof o sendso’s resultsto the successooperations.
Thisraiseghethreefollowing questions:

1. Whenis the main processornf an opemtion declaed
faulty? With a single multi-point link (e.g., a bus), the
main processormf o broadcastshe o’'s outputswhile the
backupprocessorobsene the bus to detectthe failure of
the main processar With point-to-pointlinks, the detec-
tion of the main processos failure is similar to a Byzan-
tine agreemenf5]. To dealwith point-to-pointlinks andto

avoid heavry agreemendlgorithms we have proposedn [2]
anothersolution, basedon the active redundang on both
conps andconms. In thissolutionthereis no mainreplica
to chooseandnotimeoutto compute put ontheotherhand,
thereis morecommunicatioroverhead.

2. How are computedthe timeoutsassociatedto the
communications?Eachtimeoutis computedas the worst
caseupperboundof the messagdransmissiordelay w.r.t.
the characteristicof the communicatiometwork. Thisis
theleastpossiblevalueavoiding multiple sendingsof mes-
sages.

3. How is the new main processorselectedafter a fail-
ure? We choosethe processovhich finishesfirst the exe-
cutionof thereplicaoperation.For eachoperationwe com-
putefrom the staticschedulea total orderof all the backup
processorsThis total orderis known by eachprocessagrso
theresultof the electionis the samefor everybody

We will evaluatethe performance®f our heuristicac-
cordingto thefollowing criteria:

1. Computatiorandcommunicatioroverheadntroduced
by fault-tolerance.

2. Timing performance®f the faulty system,.e., a sys-
tempresentingatleastonefailure.

3. Ability to supportseveralfailuresin thesameteration.
4. Appropriatenesto differentkindsof architecture.

Scheduling Heuristic. We presentthe algorithm of the
heuristic implementingthis solution. It is a greedylist
scheduling,adaptedrom the non fault-toleranceheuristic
presentedh [3, 8].

At eachstepn > 1, Ogcpeq(n) is the list of already
scheduledperationsandO..,q4(n) is thelist of candidate
operationsuilt from the algorithmgraph. An operationis
candidataf all its predecessorarealreadyscheduled!ni-
tially, Oscneqa(0) is empty By usinga costfunction called
scthedulepressue, oneoperationof O.q,4(n) is selectedo
bescheduledt stepn.

The schedulepressures is computedin two phases.
Firstly, beforethe heuristic,we computefrom thealgorithm
graphandthe characteristidables,the critical path of the
algorithm (noted R) and, for eachoperationo; the maxi-
maldateatwhich o; mayend(notedE(o;)) computedrom
the endof thecritical path. Secondlyat eachstepn of the
heuristic,we computefor anoperationo; € O.qnq(n) and
aprocessop; € P (P is the processos set)the “earliest
startdatefrom start” (noted.S(n)(o;, p;)), i.e., the execu-
tion time of the partof the distributedalgorithmscheduled
atthestepn — 1. S(n)(0;,p;) takesinto accounthe com-
municationtimesbetweenp; andthe main processonf its
predecessomndsuccessorsyhenthey differ from p;. This
choiceimprovesthe executiontime for the systemwithout
failures,but may give longerexecutiontimesin the faulty
casesThuse is computedasfollows:



a(n)(0i,p;) = S(n)(0i,p;) + Aloi, p;) + E(0i) — R
whereA(o;, p;) is theexecutiondurationof o; onprocessor
pj;; this valueis givenin p;’s characteristicéookup table.
The schedulgpressuraneasuresiov muchthe scheduling
of theoperationengthenghecritical pathof thealgorithm.
Thereforeit introducesa priority betweerthe operationgo
bescheduled.

At eachstepn, the selectedoperationis obtainedas
follows. First, in the micro-stepmSn.1,we computefor
eachcandidateoperationo; the set P(X+1)(o;) of thefirst
K + 1 executionunits minimizing the schedulepressure.
Thefirst K + 1 minimal schedulepressuregor o;, called
a°Pt(n)(o;, ps,), give the processorg;, from which the set
PE+1)(o;) is computedthe superscript K + 1) for P in-
dicatesits cardinality). We thusobtainfor eachoperation
K + 1 pairs (operation,processar. Then,in the micro-
stepmsSn.2,the operationbelongingto the couplehaving
the greatestschedulepressures selected. If there exists
morethanonecouplehaving thegreatesschedulgressure,
oneis randomlychoseramongthem.

SO0. Initialize thelists of candidateandscheduledperations:
Osched(o) =0, Ocand(o) = {0 €0 ‘ p'red(o) c Osched(o)}
Sn.while Oggna(n) # 0 do
mSn.1Computethe schedulingoressurdor eacho; € Ogqnq(n)
andkeepthefirst K + 1 resultsfor eachoperation:
Uizt TPt (n)(0s,piy)} = ming £ {o(n)(0i, )}
PEHD () = UZf  p )
mSn.2Selectthe bestcandidateoperationo suchthat:
a¥est(n)(0) = max,,c0,,,..(n) U=y | {0 (n)(0i, pi; )}
mSn.3lmplementthe operationo selectecatmSn.2on thefirst K +1
processorsomputedatmSn.1,aswell astheimpliedcomrs.
Themainprocessois p, € P(E+1) (o) suchthat:
S(n)(0,pm) + A(0,pm) =
min, o px+1) (o) {(S(n)(0,p1) + Ao, p1))}
mSn.4Updatethelists of candidateandscheduledperations:
Osched(n) = Osched('n‘ - 1) U {O}
Ocand(n +1) = O¢gng(n) — {0} U
{O’ € SUCC(O) |pred(o') c Osched('n)}

end while

The implementationof the selectedoperationat the
micro-stepmSn.3implies the choice of a main processor
for the operationand the computationof timeoutsfor the
communicatioroperationsmplementednthebackuppro-
cessors.We selectas main processothe processownf the
set P(K+1) (o) (the first K 4+ 1 processorsomputedfor
o at the micro-stepmSn.1)which finishesfirst the execu-
tion of the operation,i.e., the one which minimizesthe
sum S(n)(o,m) + Ao,p). The K backup processors
are orderedaccordingto the increasingorder of the sum
S(n)(o,p1) + Ao, p), i.e., to theincreasingorderof the
completiondateof the operatiorp.

Fault-Tolerance Overhead. Eachoperationof the algo-
rithm graphis replicatedK + 1 times,but eachreplicaonly
recevesits inputsonce,from the main replicaof the pre-
decessooperation.Thus,eachdata-dependendeadsto at

mostK + 1 inter-processocommunicationsindeed when
both operationdinked by the data-dependercare sched-
uled on the sameprocessarwe have an intra-processor
communication. In this sensewe saythat the numberof
messages thefault-tolerantschedulés minimal.
Whenafailureoccurswe claimthatthenumberof inter-
processocommunicationsn the resultingschedulds less
thanin theinitial scheduleLet p beafaulty processarand
consideran operationo whosemain replicais assignedo
p. Amongthe messagesentby o's mainreplicain theini-
tial schedulea numberk;,,;., areintra-processocommu-
nicationshecause¢he destinations alsoassignedo p. The
numberof inter-processocommunicationsictuallysentby
o's mainreplicais k;,-. Whenp which fails, a new main
processors choserfor o. Thepreviousk;,¢», Messageare
nolongernecessargincethey concernoperationsassigned
to p whichis faulty. Amongtheremainingk; ;... messages,
somemoreareintra-processobecausehey concernopera-
tions assignedo the new main processonf o. As aresult,
the new numberof inter-processocommunicationsieeded
to sendtheresultsof o to all thereplicasof all its successor
operationss lessthanin theinitial schedule.
An Example. We apply our heuristicto Figure 1, with
K = 1. Theexecutioncharacteristicef eachconp, nem
ext i 0, andconmarespecifiedby thetablesof Section2.

P1 bus P2 -P3
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Figure 2. Temporary schedule: only | and A

are scheduled.

After thefirst two steps,we getthe temporaryschedule
of Figure2. Eachoperationis a white box, whoseheight
is proportionalto its executiontime, andmain replicasare
thicker. Eachconmmis a gray box, whoseheightis propor
tional to communicatiorntime, and whoseendsare bound
by arrowns from the sourceto the destinatioroperation.
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Figure 3. Temporary schedule: [, A, and B are

scheduled.

At the next step, B is scheduled. AssigningB to P1
would save aninter-processocommunicationput because
of the costof executionB on P1,the expectedcompletion
dateof B would be 6. In contrastassigningB to P2 gives
4.5,s0P2is chosenasthe main processoof B. Similarly,

with P3we get5, soP3is chosenasthe backupprocessar
Finally, whenall operationsarescheduledye get:
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Figure 4. Final fault-tolerant schedule .

The next timing diagramshaws the executionwhen P2
crashes:asexpected,the numberof communicationgloes
notincreaseandtheresponsdimeis increasedy the wait-
ing delayof theresponsdrom thefaulty processar
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Figure 5. Timed execution when P2 crashes.

Analysis. The non fault-tolerantscheduleproducedfor

our examplewith the basicheuristicof SYNDEX is:
P1 bus P2 P3
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Figure 6. Non fault-tolerant schedule .

In this particularcase the overheadntroducedby fault-
toleranceis therefore9.4 — 8.6 = 0.8. With a bigger ex-
ample,the overheadwould probablybe larger. Part of this
overheads dueto the extra computationgfor the replica
operations)andpartis dueto theextracommunicationgfor
sendingtheir input datato all thereplicaoperationsnstead
of only onesuccessooperation).However, thereplicasdo
not sendtheir resultuntil a failure occurs. Thereforethe
communicatioroverheads minimal.

When a failure occurs, extra communicationcan take
place. This is the caseof our examplewhen P2 crashes
(Figureb). Therespons¢ime of thefaulty systeris greater
thanin absencef failures,sincesomeovertimeis necessary
to detectthe failure of the main processorsFor the same

reasonthearrival of severalfailuresduringthe sameitera-
tion is not well supportedsincethereis arisk thatthe sum
of timeoutsamassedvertalesothertimeouts. As already
said, the currentsolution is easierand cheaperto imple-
mentfor architecturesvherethe communicatiorunits are
connectedo a uniquemulti-point link. With point-to-point
links, the solutionpresentedn [2] shouldbe preferred. It

alsosupportssereralfailuresduringthe sameiteration.

4 Conclusion

We have presentedh schedulingheuristicfor obtaining
a staticdistributedfault-tolerantschedulestartingfrom an
algorithmspecificationan architecturespecificationsome
real-timeconstraintsanda numberK of processofailures
to be tolerated. It is basedon the software redundang of
the computationoperationsand on the time redundang of
the communicationsA replicatedoperationonly sendsits
result, after sometimeout, when the main processorun-
ning the sameoperationfails. The implementatiorusesa
schedulingheuristicfor optimizing the critical path of the
obtaineddistributed algorithm. The communicationover-
headis minimal; on the otherhand,the occurrenceof sev-
eralfailuresin arow is notwell supported.

Our solutioncanfail, eitherif the real-timeconstraints
cant be satisfiedby the obtaineddistributed fault-tolerant
schedulegpr if lessthan K processofailurescanbetoler-
ated.This canhappernif theparallelismofferedby thetarget
architectureas not sufiicient.
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