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Abstract
We presentin this paper a heuristic for producingau-

tomaticallya distributedfault-tolerant scheduleof a given
data-flowalgorithm onto a givendistributedarchitecture.
The faults considered are processorfailures, with a fail-
silent behavior. Fault-toleranceis achievedwith the soft-
ware redundancyof computationsandthetimeredundancy
of data-dependencies.

Keywords: Real-timeembeddedsystems,software im-
plementedfault-tolerance, static scheduling, distribution
heuristics.

1 Introduction

Embeddedsystemsaccountfor a major part of criti-
cal applications(space,aeronautics,nuclear����� ) as well
as public domain applications (automotive, consumer
electronics����� ). Theirmainfeaturesare:dualityautomatic-
control/discrete-event,critical real-time,limited resources,
anddistributedandheterogeneousarchitectures.

Synchronousprogramming[4] offersspecificationmeth-
ods and formal verification tools that give satisfying an-
swersto the above mentionedneeds. Synchronouslan-
guagesare basedupon the modeling of the systemwith
finite stateautomata,the specificationwith formally de-
fined high level languages,and the theoreticalanalysisof
themodelsto obtainformal validationmethods.However,
two aspectsextremelyimportantw.r.t. thetargetfields,dis-
tributionandfault-tolerance[6], arenot takeninto account.

Starting from a data-flow algorithm and a distributed
architecture,our goal is to produceautomaticallya fault-
tolerantdistributedscheduleof thealgorithmontothearchi-
tecture. The kind of failuresthat mustbe toleratedis fail-
silentprocessorfailures[1], andtheirnumberis alsoknown.
To achieve this, we presenta distribution heuristicswhich
replicatesthe computationsand data-dependenciesof the
algorithmso that the obtainedstatic scheduleimplements
the softwareredundancy of computationsandtime redun-
dancy of data-dependencies.By takinginto accounttheex-
ecutiondurationsof all computationsonall processors,and
�
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the communicationdurationsof all data-dependencieson
all communicationlinks, we areableto computethe total
executiontime of the obtainedschedule,both in the pres-
enceandin theabsenceof faults.

Our solutionextendsthe “Algorithm ArchitectureAde-
quation” method[3] with fault-tolerance,andallows us to
usetools like SYNDEX [7] to produceautomaticallyfault-
tolerantdistributedcodefor our targetembeddedsystems.

2 Fault-Tolerance Problem and Models
Fault-Tolerance Problem. Givenan algorithmspecified
as a data-flow graph, a distributed architecturespecified
as a graph,somedistribution constraints,somereal-time
constraints,anda number , produceautomaticallya dis-
tributed schedulefor the algorithm onto the architecture
w.r.t. the distribution constraints,satisfying the real-time
constraints,andtolerantto  permanentfail-silentproces-
sor failures,by meansof error compensation,using soft-
wareandtimeredundancy.
Algorithm Model. The algorithmis modeledby a data-
flow graph. Eachvertex is anoperation andeachedgeis a
data-dependency. Thealgorithmis executedrepeatedlyfor
eachinput event from the sensorsin order to computethe
outputeventsfor actuators.We call eachexecutionof the
data-flow graphan iteration. This modelexhibits the po-
tentialparallelismof thealgorithmthroughthepartialorder
associatedto thegraph.Graphoperationscanbe:

1. A computationoperation(comp): output valuesde-
pendonly oninputvalues,i.e.,thereis nointernalstate
variableandnosideeffect.

2. A memoryoperation(mem): thedatais heldby amem
in sequentialorderbetweeniterations.

3. An external input/outputoperation(extio): opera-
tionswith no predecessor(resp.no successor)areex-
ternalinput interface(resp.output)handlingtheevents
producedby the sensors(resp.actuators).Theseare
the only operationswith sideeffects,but we assume
thattwo executionsof agiveninputextio in thesame
iterationalwaysproducethesameoutputvalue.
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Figure 1. (a) An algorithm graph: I and O are
extios, A–E are comps. (b) An architecture
graph with three processor s and a bus.
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Architecture Model. The architectureis modeledby an
hypergraph,wherenodesareprocessorsor communication
links, andedgesareconnectionsbetweenthem. A proces-
soris madeof a CPU,a localmemory, andseveralcommu-
nicationunits,eachconnectedto onecommunicationlink.
Communicationunitsexecutedatatransfers,calledcomms.
Distribution Constraints. They consistin assigningto
eachpair � operation,processor� thevalueof theexecution
durationof this operationonto this processor. The value
“ � ” meansthat this operationcannotbe executedon this
processor. Similarly, we assigna communicationduration
to eachpair � datadependency, communicationlink � .

For instance,the distribution constraintsfor the algo-
rithm graphandthearchitecturegraphof Figure1 aregiven
by thetwo following tablesof timeunits:

operation
I A B C D E O

P1 1 2 3 2 3 1 1.5
P2 1 2 1.5 3 1 1 1.5

pr
oc

.

P3 � 2 1.5 1 1 1 �
data-dependency

I � A A � B A � C A � D B � E C� E D � E E� O
1.25 0.5 0.5 1 0.5 0.6 0.8 1

Here it takes more time to communicatethe data-
dependency I � A thanA � B simply becausetherearemore
datato transmit.

3 The Proposed Solution
Principle. We use the software redundancy of comps,
mems, andextios, andthe time redundancy of comms.
Eachoperation � of the algorithm graph is replicatedon
���� differentprocessorsof thearchitecturegraph,where
 is the numberof permanentfailures to be supported.
Among these ���� replicas,the one whosecompletion
dateis the earliestis chosenasthe main replica. Comple-
tion datesarecomputedaccordingto thetablesgivenby the
userin thedistribution constraints.Themainreplicasends
its resultsto eachprocessorexecutingonereplicaof each
successoroperationof � , excepttheprocessorsalreadyex-
ecutinganotherreplicaof � . The processorexecutingthe
mainreplicais calledthemainprocessorof � . Theremain-
ing  processorsexecuting � , called backup processors,
execute � andwatch on the responseof the main proces-
sor. If the main processordoesnot respondon time, it is
consideredasfaulty, andanothermainprocessorexecuting
a replicaof � sends� ’s resultsto the successoroperations.
This raisesthethreefollowing questions:

1. Whenis themainprocessorof an operation declared
faulty? With a single multi-point link (e.g., a bus), the
main processorof � broadcaststhe � ’s outputswhile the
backupprocessorsobserve the bus to detectthe failure of
the main processor. With point-to-point links, the detec-
tion of the main processor’s failure is similar to a Byzan-
tine agreement[5]. To dealwith point-to-pointlinks andto

avoid heavy agreementalgorithms,wehaveproposedin [2]
anothersolution, basedon the active redundancy on both
comps andcomms. In thissolutionthereis nomainreplica
to chooseandnotimeoutto compute,but ontheotherhand,
thereis morecommunicationoverhead.

2. How are computedthe timeoutsassociatedto the
communications?Eachtimeout is computedas the worst
caseupper-boundof the messagetransmissiondelay, w.r.t.
the characteristicsof the communicationnetwork. This is
theleastpossiblevalueavoiding multiple sendingsof mes-
sages.

3. How is the new main processorselectedafter a fail-
ure? We choosetheprocessorwhich finishesfirst theexe-
cutionof thereplicaoperation.For eachoperation,wecom-
putefrom thestaticschedulea total orderof all thebackup
processors.This total orderis known by eachprocessor, so
theresultof theelectionis thesamefor everybody.

We will evaluatethe performancesof our heuristicac-
cordingto thefollowing criteria:

1. Computationandcommunicationoverheadintroduced
by fault-tolerance.

2. Timing performancesof the faulty system,i.e., a sys-
tempresentingat leastonefailure.

3. Ability to supportseveralfailuresin thesameiteration.

4. Appropriatenessto differentkindsof architecture.

Scheduling Heuristic. We presentthe algorithm of the
heuristic implementingthis solution. It is a greedy list
scheduling,adaptedfrom the non fault-toleranceheuristic
presentedin [3, 8].

At eachstep ����� , �! #"%$'&#(*)+�-, is the list of already
scheduledoperations,and �."%/102(2)3�-, is the list of candidate
operationsbuilt from thealgorithmgraph. An operationis
candidateif all its predecessorsarealreadyscheduled.Ini-
tially, �. #"%$'&#(*)+45, is empty. By usinga costfunctioncalled
schedulepressure, oneoperationof �."%/102(6)3�-, is selectedto
bescheduledatstep� .

The schedulepressure7 is computedin two phases.
Firstly, beforetheheuristic,wecomputefrom thealgorithm
graphandthe characteristictables,the critical pathof the
algorithm (noted 8 ) and, for eachoperation �:9 the maxi-
maldateatwhich �:9 mayend(noted;<)=�:9>, ) computedfrom
theendof thecritical path. Secondly, at eachstep � of the
heuristic,we computefor anoperation�:9@?A�."%/102(6)3�-, and
a processorB5CD?FE ( E is the processor’s set)the “earliest
startdatefrom start” (noted GH)3�-,1)+� 9JI B5C', ), i.e., the execu-
tion time of thepartof thedistributedalgorithmscheduled
at thestep �DK�� . GH)3�-,1)+� 9LI BMCN, takesinto accountthecom-
municationtimesbetween� 9 andthemainprocessorof its
predecessorsandsuccessors,whenthey differ from B5C . This
choiceimprovestheexecutiontime for thesystemwithout
failures,but may give longerexecutiontimesin the faulty
cases.Thus 7 is computedasfollows:
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7O)+�-,P)=�:9 I B C ,RQSGH)3�-,1)+�:9 I B C ,T�VUW)+�:9 I B C ,X�V;<)+�:9%,YKZ8
whereU[)=�:9 I B C , is theexecutiondurationof �:9 onprocessor
B C ; this valueis given in B C ’s characteristicslookup table.
Theschedulepressuremeasureshow muchthe scheduling
of theoperationlengthensthecritical pathof thealgorithm.
Thereforeit introducesa priority betweentheoperationsto
bescheduled.

At eachstep � , the selectedoperationis obtainedas
follows. First, in the micro-stepmSn.1,we computefor
eachcandidateoperation� 9 theset E]\_^a`cbJdL)+� 9 , of thefirst
e�f� executionunits minimizing the schedulepressure.
The first g�h� minimal schedulepressuresfor � 9 , called
7Xi>jlkP)3�-,1)+� 9LI B 9nm , , give theprocessorsB 9om from which theset
E]\_^a`cbJdp)=�:9#, is computed(thesuperscript)=��q�', for E in-
dicatesits cardinality). We thusobtainfor eachoperation
r��� pairs � operation,processor� . Then, in the micro-
stepmSn.2,the operationbelongingto the couplehaving
the greatestschedulepressureis selected. If thereexists
morethanonecouplehaving thegreatestschedulepressure,
oneis randomlychosenamongthem.

S0. Initialize thelists of candidateandscheduledoperations:sOt3u%v1w=xNy{zl|~}��
,
s-u+�1��xNy_zl|~}��L����sZ�>�:�1�J�Ny_�1|��[sOt+u>v1w=x:y_zl|+�

Sn.while
scu=�1��x�y_�5|Y�}D�

do
mSn.1Computetheschedulingpressurefor each

�P���.s u=�P��x y_�5|
andkeepthefirst ����� resultsfor eachoperation:�����~�O�~ ���¡  �L¢¤£%¥P¦%yo�M|+y_�P�p§¨�¤� m |=�O}�©aª¬« �O�~ ¥Ll®'¯ �L¢5yo�M|+y_�P�J§¨��°�|+�±�² �O�~ >³ y_�P�+|~} �����´�O�¡ ���~  �=�2� m �

mSn.2Selectthebestcandidateoperation
�

suchthat:¢2µ w%t ¦ y_�5|=y_�1|¡}[©@¶L· £p¸>®:¹ ¸»ºT¼ m ² � ³ �����~�Y�¡ ���¡  �L¢ £>¥1¦ y_�5|=y_�P�#§n�¤� m |+�
mSn.3Implementtheoperation

�
selectedatmSn.2on thefirst �����

processorscomputedatmSn.1,aswell astheimpliedcomms.
Themainprocessoris

�2½¾� ±�² �O�~ >³ y_�1| suchthat:¿~y_�5|=y_��§_�¤½H| ��À y_��§n�2½H|~}©aª¬« ¥ m ®'¯~Á»ÂTÃ5Ä3Å ² £ ³ �1y3¿~yo�M|+y{��§o� � | ��À y_��§n� � |+|+�
mSn.4Updatethelists of candidateandscheduledoperations:s t+u>v1w=x y_�5|¡}Ds t3u%v1w=x y_�!Æ � | � �L�l�s u+�1��x yo� �W� |¡}Ds u=�1��x yo�M|MÆ��L�l� ��L�PÇM�ÉÈ#Ê6Ë#ËJy_�1|T�>�:�1�L��y_�PÇo|��[sOt+u>v1w=xNy_�5|=�
end while

The implementationof the selectedoperationat the
micro-stepmSn.3implies the choiceof a main processor
for the operationand the computationof timeoutsfor the
communicationoperationsimplementedonthebackuppro-
cessors.We selectasmain processorthe processorof the
set E]\_^a`cbJdL)+�2, (the first Ì�Í� processorscomputedfor
� at the micro-stepmSn.1)which finishesfirst the execu-
tion of the operation,i.e., the one which minimizes the
sum GH)3�-,1)+� I B´Î+,.�ÍUW)+� I B´Î+, . The  backupprocessors
are orderedaccordingto the increasingorder of the sum
GH)3�-,1)+� I B~Î3,Ï�ÐUW)+� I B~Î+, , i.e., to the increasingorderof the
completiondateof theoperation� .
Fault-Tolerance Overhead. Eachoperationof the algo-
rithm graphis replicated��¾� times,but eachreplicaonly
receivesits inputsonce,from the main replicaof the pre-
decessoroperation.Thus,eachdata-dependency leadsto at

most f�A� inter-processorcommunications.Indeed,when
both operationslinked by the data-dependency aresched-
uled on the sameprocessor, we have an intra-processor
communication.In this sense,we say that the numberof
messagesin thefault-tolerantscheduleis minimal.

Whenafailureoccurs,weclaimthatthenumberof inter-
processorcommunicationsin the resultingscheduleis less
thanin theinitial schedule.Let B bea faulty processor, and
consideran operation� whosemain replicais assignedto
B . Among themessagesentby � ’s main replicain the ini-
tial schedule,a number Ñ69¨0 k{Ò / areintra-processorcommu-
nicationsbecausethedestinationis alsoassignedto B . The
numberof inter-processorcommunicationsactuallysentby
� ’s mainreplicais Ñ29n0 k & Ò . When B which fails, a new main
processoris chosenfor � . Theprevious Ñ69¨0 k{Ò / messagesare
no longernecessarysincethey concernoperationsassigned
to B which is faulty. AmongtheremainingÑ 9n0 k & Ò messages,
somemoreareintra-processorbecausethey concernopera-
tionsassignedto thenew mainprocessorof � . As a result,
thenew numberof inter-processorcommunicationsneeded
to sendtheresultsof � to all thereplicasof all its successor
operationsis lessthanin theinitial schedule.
An Example. We apply our heuristic to Figure 1, with
�QÍ� . Theexecutioncharacteristicsof eachcomp, mem,
extio, andcomm arespecifiedby thetablesof Section2.

0

3

I

AA

I

P1 bus P2 P3

Figure 2. Temporar y schedule: onl y I and A
are scheduled.
After thefirst two steps,we get the temporaryschedule

of Figure2. Eachoperationis a white box, whoseheight
is proportionalto its executiontime, andmain replicasare
thicker. Eachcomm is a graybox, whoseheightis propor-
tional to communicationtime, andwhoseendsarebound
by arrowsfrom thesourceto thedestinationoperation.
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Figure 3. Temporar y schedule: I, A, and B are
scheduled.
At the next step, B is scheduled. AssigningB to P1

would save aninter-processorcommunication,but because
of the costof executionB on P1, the expectedcompletion
dateof B would be6. In contrast,assigningB to P2gives
4.5, soP2 is chosenasthemainprocessorof B. Similarly,
with P3we get5, soP3is chosenasthebackupprocessor.
Finally, whenall operationsarescheduled,weget:
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Figure 4. Final fault-tolerant schedule .

The next timing diagramshows the executionwhenP2
crashes:asexpected,the numberof communicationsdoes
not increase,andtheresponsetimeis increasedby thewait-
ing delayof theresponsefrom thefaultyprocessor.
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Figure 5. Timed execution when P2 crashes.

Analysis. The non fault-tolerantscheduleproducedfor
ourexamplewith thebasicheuristicof SYNDEX is:

0

8.6

B C
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P1 bus P2 P3

Figure 6. Non fault-tolerant schedule .

In this particularcase,theoverheadintroducedby fault-
toleranceis therefore Ó�� Ô�KÖÕ´� ×ØQÙ4�� Õ . With a bigger ex-
ample,theoverheadwould probablybe larger. Part of this
overheadis due to the extra computations(for the replica
operations),andpartis dueto theextracommunications(for
sendingtheir input datato all thereplicaoperationsinstead
of only onesuccessoroperation).However, thereplicasdo
not sendtheir result until a failure occurs. Thereforethe
communicationoverheadis minimal.

When a failure occurs,extra communicationcan take
place. This is the caseof our examplewhen P2 crashes
(Figure5). Theresponsetimeof thefaultysystemis greater
thanin absenceof failures,sincesomeovertimeis necessary
to detectthe failure of the main processors.For the same

reason,thearrival of several failuresduringthesameitera-
tion is not well supportedsincethereis a risk that thesum
of timeoutsamassedovertakesothertimeouts. As already
said, the currentsolution is easierand cheaperto imple-
ment for architectureswherethe communicationunits are
connectedto a uniquemulti-point link. With point-to-point
links, the solutionpresentedin [2] shouldbe preferred. It
alsosupportsseveralfailuresduringthesameiteration.

4 Conclusion
We have presenteda schedulingheuristicfor obtaining

a staticdistributedfault-tolerantschedule,startingfrom an
algorithmspecification,anarchitecturespecification,some
real-timeconstraints,anda number of processorfailures
to be tolerated. It is basedon the softwareredundancy of
thecomputationoperationsandon the time redundancy of
thecommunications.A replicatedoperationonly sendsits
result, after sometimeout, when the main processorrun-
ning the sameoperationfails. The implementationusesa
schedulingheuristicfor optimizing the critical pathof the
obtaineddistributedalgorithm. The communicationover-
headis minimal; on theotherhand,theoccurrenceof sev-
eralfailuresin a row is not well supported.

Our solutioncanfail, either if the real-timeconstraints
can’t be satisfiedby the obtaineddistributedfault-tolerant
schedule,or if lessthan  processorfailurescanbe toler-
ated.Thiscanhappenif theparallelismofferedby thetarget
architectureis notsufficient.
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Universityof ParisXIII, July1999.

4


