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Abstract
We describea solution to automaticallyproducedis-

tributed and fault-tolerant code for real-time distributed
embeddedsystems.The failures supportedare processor
failures,with fail-stopbehavior. Our solutionis graftedon
the “Algorithm Architecture Adequation” method(AAA),
usedto obtain automaticallydistributed code. The heart
of AAA is a schedulingheuristic that producesautomati-
cally a staticdistributedscheduleof a givenalgorithmonto
a givendistributedarchitecture. We designa new heuris-
tic in order to obtaina static,distributedandfault-tolerant
schedule. The new heuristic schedules� supplementary
replicasfor each computationoperation of the algorithm
to be distributed and the correspondingcommunications,
where � is thenumberof processorfailuresintendedto be
supported. In the sametime, the heuristicstatically com-
putesthe main replica after each failure, such that the ex-
ecutiontime is minimized. The analysisof this heuristic
showsthat it givesbetter resultsfor distributed architec-
turesusingmulti-point, reliable links. Thissolutioncorre-
spondsto a software implementedfault-tolerance, by mean
of software redundancyof algorithm’s operationsand tim-
ing redundancyof communications.

Keywords: Real-time embedded systems, multi-
component architectures, software implemented fault-
tolerance, Algorithm Architecture Adequation method,
staticscheduling, distribution heuristics.

1 Intr oduction

Embedded Systems. Embeddedsystemsaccountfor a
major part of critical applications (space, aeronautics,
nuclear����� ) as well as public domainapplications(auto-
motive,consumerelectronics����� ). Theirmainfeaturesare:
�
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 duality automatic-control/discrete-event: they include
control lawsmodeledasdifferentialequationsin sam-
pled time anddiscreteevent systemsto schedulethe
controllaws; critical real-time: timing constraintswhicharenotmet
mayinvolvea systemfailureleadingto a human,eco-
logical,and/orfinancialdisaster; limited resources: they rely on limited computing
power andmemorybecauseof weight,encumbrance,
energy consumption(e.g.,autonomousvehicles),radi-
ation resistance(e.g.,nuclearor space),or price con-
straints(e.g.,consumerelectronics); distributed and heterogeneousarchitecture: they are
often distributedto provide enoughcomputingpower
andto keepsensorsandactuatorscloseto thecomput-
ing sites.

Synchronous Programming. Synchronous program-
ming [17] offers specification methods and formal
verificationtools that give satisfyinganswersto the above
mentionedneeds. The threemain synchronouslanguages
areESTEREL [5], LUSTRE [18], andSIGNAL [24]. These
specification methods are now successfullyapplied in
industry. For instance,LUSTRE is used to develop the
controlsoftwarefor nuclearplantsandA IRBUS planes[3].
ESTEREL is used to develop DSP chips for mobile
phones [2], to design and verify DVD chips, and to
programtheflight controlsoftwareof RAFALE fighters[4].
And SIGNAL is usedto develop airplaneengines. The
key advantagepointedby thesecompaniesis that the syn-
chronousapproachhasa rigorousmathematicalsemantics
which allows theprogrammersto developcritical software
fasterandbetter.

Synchronouslanguagesarebaseduponthemodelingof
thesystemwith finite stateautomata,thespecificationwith
formally definedhigh level languages,and the theoretical
analysisof the modelsto obtain formal validation meth-
ods[25, 8]. However, thefollowing aspects,extremelyim-
portantw.r.t. thetargetfields,arenot takeninto account: Distribution: Synchronouslanguagesareparallel,but

theparallelismusedin thelanguageaimsonly atmak-
ing thedesigner’s taskeasier, andis not relatedto the
system’s parallelism.Synchronouslanguagescompil-
ersproducecentralizedsequentialcode.
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 Fault-tolerance: An embeddedsystembeingintrinsi-
cally critical [22, 26], it is essentialto insurethat its
software is fault-tolerant. This caneven motivate its
distribution itself. In sucha case,at thevery least,the
lossof onecomputingsitemustnot leadto thelossof
thewholeapplication.

The “ Algorithm Ar chitecture Adequation” Method.
The“Algorithm/ArchitectureAdequation”method[15, 27]
(AAA for short)hasbeensuccessfullyusedto obtaindis-
tributed code optimizing the global computing time on
the given hardware. The typical target architecturesare
multi-componentones. Sucharchitecturesare built from
different typesof programmedcomponents(RISC, CISC,
DSP processors����� ) and/or of non-programmedcompo-
nents(ASIC,FPGA,full-customintegratedcircuits ����� ), all
togetherconnectedthrougha network of differenttypesof
communicationcomponents(point-to-pointserialor paral-
lel links, multi-point sharedserialor parallelbuses,with or
without memorycapacity����� ). They typically includeless
than10 processors.

One advantageof AAA is that it preserves the above
mentionedpropertiesof synchronousprograms. Con-
cretely, AAA takesasinputsanalgorithmandanarchitec-
ture specifications,alongwith distribution constraintsand
real-timeconstraints.It thenproceedsin two steps:

1. First it producesastaticdistributedscheduleof theal-
gorithm’s operationsonto the processors,and of the
algorithm’s data-dependenciesonto the communica-
tion links. The real-timeperformancesof the imple-
mentationareoptimizedby taking into accountinter-
processorcommunicationswhich arecritical. This is
anoptimizationproblemand,asotherresourcealloca-
tion optimizationproblems,it is known to beNP-hard.
Severalheuristicshavebeenproposedin [15, 29].

2. Then,from this staticschedule,it producesautomati-
cally a real-timedistributedexecutive, andensuresthe
synchronizationbetweentheprocessors,asthey arere-
quired by the algorithm specification. The obtained
distributedexecutive is guaranteedto satisfythe real-
time constraints,without deadlockandwith minimum
overhead.

The SYNDEX [23] tool1 implementsAAA. The ar-
chitectureand the algorithm can both be specifiedwith
SYNDEX ’sgraphicaluserinterface.Thealgorithmcanalso
be importedfrom a file which is the resultof thecompila-
tion of a sourceprogramwritten in synchronouslanguages
like ESTEREL [5], LUSTRE [18], or SIGNAL [24], through
thecommonformatDC [28].

1SYNDEX (SynchronizedDistributedExecutive) is availableat theurl
http://www-rocq.inria.fr/syndex

Moti vation of this Work. Our goal is to produceauto-
matically distributed fault-tolerant code. Taking advan-
tageof AAA, we proposea new schedulingheuristicthat
will produceautomaticallya staticdistributedfault-tolerant
scheduleof the given algorithmonto the given distributed
architecture.

Our solutionmustadaptexisting work in fault-tolerance
for distributedandreal-timesystemsto the specificitiesof
embeddedsystemsand of AAA. In particular, the fault-
toleranceshouldbeobtainedwithoutany helpfrom theuser
(automaticallydistributed constraint)or any addedhard-
ware redundancy (embeddedsystemconstraint). It will
thereforefall in the classof software implementedfault-
tolerance. The secondrequirementis essential: it im-
plies that we have to do with the existing parallelismof
the given architecture,and that we won’t add extra hard-
ware. Moreover, in orderto performoptimizationsandto
minimize the executive overhead,the schedulingusedin
AAA iscompletelystatic(all schedulingdecisionsaretaken
off-line [15]), andbasedon the characteristicsof eachal-
gorithm’s operationrelatively to the hardwarecomponent
on which it is executed. Finally, neitherthe algorithm to
be executednor the architectureof the systemare fixed,
but they are inputsof the method. For thesereasons,we
cannotapply the existing methods,proposedfor example
in [1, 10, 6, 13, 12], which usepreemptive schedulingor
approximationmethods.

Related Work. Thereexistsvery little work on this pre-
cisetopic. Someresearchersmakehardassumptionson the
failuremodels(e.g.,only fail-silent,only processorfailures)
andon thekind of scheduledesired(e.g.,only staticsched-
ule). By sticking to theseassumptionshowever, they are
ableto obtainautomaticallydistributedfault-tolerantsched-
ules(seefor instance[9, 7, 20]). Otherresearcherstakeinto
accountmuch less restrictive assumptions,but they only
achieve hand-madesolutions,e.g., with specificcommu-
nication protocols,voting mechanisms,����� (seethe vast
literatureon fault-tolerancein distributedsystems,for in-
stance[19]).

Like the other researchersbelongingto the first group,
weproposeanautomaticsolutionto thefault-tolerancedis-
tributedproblem.Herearetheoriginalpoints:

 Firstly, we designour sourcealgorithm with a pro-
gramminglanguagebasedon a formal mathematical
semantics(seeabove). The advantageis that our al-
gorithmcanbeformally verifiedwith model-checking
and theoremproving tools [25, 8], and thereforewe
canassumethatit is clearof designfaults.

 Secondly, we take into accounttheexecutionduration
of boththeoperationsandthedatacommunicationsto
optimizethecritical pathof theobtainedschedule.
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 Thirdly, sincewe producea static schedule,we are
ableto computetheexpectedcompletiondatefor any
given operationor datacommunication,both in the
presenceandin theabsenceof failures.Therefore,we
areable to checkthe real-timeconstraintsbeforethe
execution.If thereal-timeconstraintsarenotsatisfied,
we cangive a warningto the designer, so that he can
decideto addmorehardwareor to relax his real-time
constraints.

Paper Outline. Section2 statesour fault-toleranceprob-
lem, andpresentsthe variousmodelsusedby AAA. Sec-
tion 3 presentsthe proposedsolution for providing fault-
tolerancewithin AAA. Finally, Section4 summarizesthe
moreimportantissuesandgivessomeconcludingremarks.

2 Fault-ToleranceProblemand AAA Models

Fault-ToleranceProblem. Given an algorithmspecified
as a data-flow graph, a distributed architecturespecified
as a graph,somedistribution constraints,somereal-time
constraints,anda number� , produceautomaticallya dis-
tributed schedulefor the algorithm onto the architecture
w.r.t. the distribution constraints,satisfying the real-time
constraints,andtolerantto � permanentfail-silentproces-
sor failures,by meansof error compensation,using soft-
wareand/ortime redundancy.

Algorithm Model. The algorithmis modeledby a data-
flow graph. Eachvertex is an operation andeachedgeis
a data-flowchannel. Thealgorithmis executedrepeatedly
for eachinput event from the sensorsin orderto compute
the outputeventsfor actuators.We call eachexecutionof
the data-flow graphan iteration. This model exhibits the
potentialparallelismof thealgorithmthroughthepartialor-
der associatedto the graph. Graphoperationsareof three
kinds:

1. A computationoperation(comp): its inputsmustpre-
cedeits outputs,whosevaluesdependonly on input
values;thereis no internalstatevariableandno other
sideeffect.

2. A memoryoperation(mem): thedatais heldby amem
in sequentialorderbetweeniterations;theoutputpre-
cedestheinput, like a registerin Booleancircuits.

3. An external input/outputoperation(extio): opera-
tionswith no predecessorin thedataflow graph(resp.
no successor)stand for the external input interface
(resp.output)handlingtheeventsproducedby thesen-
sors(resp.actuators).Theextios aretheonly oper-
ationswith sideeffects,however, we assumethat two
executionsof a given input extio in the sameitera-
tion alwaysproducethesameoutputvalue.

Figure1 is anexampleof algorithmgraph,with six oper-
ations:I andO areextios (resp.input andoutput),while
A–E arecomps.

A E OCI

D

B

Figure 1. Example of an algorithm graph: I
and O are extios, A–E are comps.

Ar chitecture Model. The architectureis modeledby a
graph,whereeachvertex is a processor, andeachedgeis a
communicationlink. Classically, aprocessoris madeof one
computationunit, onelocalmemory, andoneor morecom-
municationunits, eachconnectedto one communication
link. Communicationunits executedatatransfers,called
comms, betweenoperationsallocatedto differentproces-
sors. Figure 2 is an exampleof architecturegraph,with
threeprocessorsandonemulti-point link (i.e.,a bus).

P1 P2

P3

bus

Figure 2. Example of an architecture graph
with three processor s and a bus.

Distrib ution Constraints. The distribution constraints
consistin assigningto eachpair � operation,processor� the
valueof the executiondurationof this operationonto this
processor. Eachvalue is expressedin time units, and the
value“ � ” meansthatthis operationcannotbeexecutedon
thisprocessor. Sincewealsowantto takeinto accountinter-
processorcommunications,weassignacommunicationdu-
rationto eachpair � datadependency, communicationlink � ,
alsoin timeunits.

For instance,thedistributionconstraintsfor thealgorith-
mic graphof Figure1 andthearchitecturegraphof Figure2
aregivenby thetwo following tablesof time units:

operation
I A B C D E O

P1 1 2 3 2 3 1 1.5
P2 1 2 1.5 3 1 1 1.5

pr
oc

.

P3 � 2 1.5 1 1 1 �
data-dependency

I � A A � B A � C A � D B � E C� E D � E E� O
1.25 0.5 0.5 1 0.5 0.6 0.8 1

Here it takes more time to communicatethe data-
dependency I � A thanA � B simply becausetherearemore
datato transmit.
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Implementation Model. The implementation within
AAA consistsin reducingthe potentialparallelismof the
algorithmgraphinto theavailableparallelismof thearchi-
tecturegraph. This is formalizedin termsof threegraphs
transformations:

1. Eachcomp/mem/extio is assignedto the computa-
tion unit of oneprocessoraccordingto thedistribution
constraints.Eachinter-processordata-dependency is
transformedinto a vertex, calledcomm, linked to the
sourceoperation(resp.destination)with aninputedge
(resp.output).

2. Eachcomm generatedby thefirst transformationis as-
signedto the set of communicationunits which are
boundto the link connectingtheprocessorsexecuting
thesourceanddestinationoperations.They cooperate
to transferdatabetweenthe local memoriesof their
respectiveprocessors.

3. The comps/mems/extios (resp. comms) which
have beenassignedto a computationunit (resp.com-
municationunit) during thefirst transformation(resp.
second)are scheduled.Eachscheduleis completely
static.

Thecomms arethustotally orderedover eachcommu-
nication link. Provided that the network preservesthe in-
tegrity andtheorderingof messages,this total orderof the
comms guaranteesthat datawill be transmittedcorrectly
betweenprocessors.Theobtainedschedulealsoguarantees
adeadlockfreeexecution.

Together, our modelsallow the specificationof a broad
rangeof systems.Indeed,a comp canbea singleinstruc-
tion (i.e., fine grain parallelism)or a function for instance
written in C (i.e.,coarsegrainparallelism).

3 The ProposedSolution

The solution we proposeconsistsof a new scheduling
heuristicto beusedin theSYNDEX tool. Its performances
will beevaluatedaccordingto thefollowing criteria:

1. The computationandcommunicationoverheadintro-
ducedby fault-tolerance.

2. The timing performancesof the faulty system,i.e., a
systempresentingat leastonefailure. We distinguish
theiterationin which thefailure(s)actuallyoccursand
the subsequentiterationswhereoneor more proces-
sorsarefaulty but no new failure occurs. We call an
iterationin whichat leastonefailureoccursa transient
iteration.

3. The capability to supportseveral failureswithin the
sameiteration.

4. And finally the appropriatenessto different kinds of
architecture.

Principle. The proposedsolution usesthe software re-
dundancy of comps/mems/extios and the time redun-
dancy of comms. Eachoperation� of thealgorithmgraph
is replicatedon ����� differentprocessorsof thearchitec-
turegraph,where � is thenumberof permanentfailuresto
besupported.Amongthese����� replicas,theonewhose
completiondateis theearliest,is designatedto bethemain
replica. Without enteringinto details,completiondatesare
computedaccordingto the executiondurationof eachop-
erationandeachdata-dependency givenby the userin the
distribution constraints.The main replicasendsits results
to eachprocessorexecutingonereplicaof eachsuccessor
operationof � , excepttheprocessorsalreadyexecutingan-
otherreplicaof � (in whichcaseit is anintra-processorcom-
munication). The processorexecutingthe main replica is
calledthemainprocessorof � . Theremaining� processors
executing� , calledbackupprocessors, execute� andwatch
ontheresponseof themainprocessor. If themainprocessor
doesnot respondon time, it is consideredasfaulty, another
mainprocessorexecutinga replicaof � sends� ’s resultsto
thesuccessoroperations.

This solutionraisesthefollowing problems:

1. What kind of communicationmechanismshould be
usedto sendresultsto thesuccessors? We choosethe
send/receivemechanism,wherethemainprocessorof
operation� sendstheresultsof � to all theprocessors
executinga (main or backup)successoroperationof
� , andto all the backupprocessorsof � . This mech-
anism is alreadyimplementedin SYNDEX for non
fault-tolerantcode.

2. Whenis the main processorof an operation declared
faulty? With a singlemulti-point link (e.g.,a bus),the
main processorof operation� broadcaststhe outputs
of � while thebackupprocessorsobservetheactivity to
detectthefailureof themainprocessor. With point-to-
point links, thedetectionof themainprocessor’s fail-
ure is similar to a Byzantineagreementproblem[21].
To deal with point-to-point links and to avoid heavy
agreementalgorithms,we have proposedin [14] an-
othersolution,basedon theactiveredundancy onboth
comps andcomms. In thissolution,eachoperationis
replicated����� timesandeachreplicasendsits re-
sultsto eachreplicaof eachsuccessoroperation.The
ideais thateachoperationwaitsuntil it receivesits first
setof inputsanddiscardsthe further inputs. Thereis
no mainreplicato chooseandno timeoutto compute,
but on the other hand,thereis more communication
overhead.

3. Howarecomputedthetimeoutsassociatedto thecom-
munications?We chooseto computea given timeout
as the worst caseupper-boundof the messagetrans-
missiondelay. This upper-boundis computedfrom
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thecharacteristicsof thecommunicationnetwork (see
Section2). This is the leastpossiblevalueavoiding
multiplesendingsof messages.

4. According to which criterion is themainprocessorse-
lected? This criterion must be applied initially and
eachtime thebackupprocessorselectanew mainpro-
cessorfollowing a failure. We choosethe processor
which finishesfirst the executionof the replicaoper-
ation. For eachoperation,we thuscomputefrom the
staticschedulea total orderof all the backupproces-
sors. This total order is known by eachprocessor, so
theresultof theelectionis thesamefor everybody.

Scheduling Heuristic. We presentthe algorithm of the
heuristic implementingthis solution. It is a greedy list
scheduling,adaptedfrom the non fault-toleranceheuristic
presentedin [15, 29].

S0. Initialize thelists of candidateandscheduledoperations:� �"!$#&%('*),+.-0/21
,
�3!54&6�'*)7+.-0/98;:=<>�@?BADC&EGF*)7:&-IHJ� �5!B#&%('D)7+.-5K

Sn.while
�L!(4&6�'�)7MN-PO/Q1

do
mSn.1Computetheschedulingpressurefor each

:SRI<T� !(4S6�' )7MN-
andkeepthefirst UWVYX resultsfor eachoperation:Z\[^]0_ `0a[^]ba 8;ced$fSg$)hMi-5)7:SRkjlAeRnm5-(K /2oqpsr _ `0af;t.uwv 8;cN)hMi-5)7:SRGjlA�x�-5Ky=z _ `0aB{ )7:SR5-0/ Z\[^]|_ `ba[^]0a 8(A}Rlm$K

mSn.2Selectthebestcandidateoperation
:

suchthat:c}~ %$� g )7MN-()7:&-b/Jo��;� dk�BuD�|�"�k��� z 6 { Z [^]|_ `0a[^]0a 8;c dBfSg )hMi-5),:;RkjlAeR m -(K
mSn.3Implementtheoperation

:
selectedatmSn.2on thefirst UWVYX

processorscomputedatmSn.1,aswell astheimpliedcomms.
Themainprocessoris

A}��< y z _ `0aB{ )7:&- suchthat:�0)7MN-()7:�j7A � - VW� )7:�jnA � -0/oqpsr f m uwv0�����N�"� z d { 8&)"�0)hMi-5),:�jhA [ - VW� )7:�jnA [ -5-5K
mSn.4Updatethelists of candidateandscheduledoperations:� �5!B#&%(' )7MN-b/Q� �"!$#&%(' )7M�� X - Z 8;:.K�3!54&6�'*)hM V�X -b/Q�L!(4&6�'w)hMi-i�W8;:.K Z8;:S�i<��������G)7:&-�?BADC&E;F�)7:S�h-IHJ� �5!B#&%('*)7MN-(K
endwhile

At eachstep ��� � , ¡T¢�£$¤w¥�¦�§"�3¨ is the list of already
scheduledoperations,and ¡�£$©.ª}¦�§"�3¨ is thelist of candidate
operationsbuilt from thealgorithmgraph.An operationis
candidateif all its predecessorsarealreadyscheduled.Ini-
tially, ¡T¢�£$¤w¥�¦�§5«¬¨ is empty. By usinga costfunctioncalled
schedulepressure, oneoperationof ¡�£$©.ª}¦e§5�3¨ is selectedto
bescheduledat step� .

The schedulepressure is computedin two phases.
The first one is donebeforethe schedulingheuristics. It
computes,using the algorithm graphand the characteris-
tics lookup table, the critical pathof the algorithm(noted®

) and, for eachoperation �D¯ the maximal dateat which
� ¯ may end (noted °±§5� ¯ ¨ ) computedfrom the end of the
critical path. The secondphasetakes placeat eachstep
of the schedulingalgorithm. It computesfor an operation
� ¯³² ¡ £$©&ª}¦ §5�3¨ andaprocessor´Nµ ²2¶ ( ¶ is theprocessor’s
set)the“earlieststartdatefrom start” (noted ·¸§"�3¨S§(� ¯k¹ ´Nµw¨ ),
i.e., the executiontime of the part of the distributedalgo-
rithm scheduledat the step �»º�� . ·¼§"�3¨&§5�D¯ ¹ ´ µ ¨ takesinto

accountthecommunicationtimesbetween�D¯ andthemain
processorof its predecessorsandsuccessors,whenthey dif-
fer from ´Nµ . This choiceimprovesthe executiontime for
thesystemwithout failures,but maygive longerexecution
timesin thefaulty cases.Thus,  is computedasfollows:

 §"�3¨S§(�D¯ ¹ ´ µ ¨³½¾·¼§5�3¨S§5�D¯ ¹ ´ µ ¨¿�ÁÀJ§(�D¯ ¹ ´ µ ¨��Â°±§5�D¯�¨3º ®
where ÀJ§(�D¯ ¹ ´ µ ¨ is the executiondurationof �D¯ on pro-

cessoŕ µ ; this valueis given in ´ µ ’s characteristicslookup
table. The schedulepressuremeasureshow much the
schedulingof the operationlengthensthe critical path of
the algorithm. Thereforeit introducesa priority between
theoperationsto bescheduled.

The selectedoperationis obtainedasfollows. First, in
the micro-stepmSn.1,we computefor eachcandidateop-
eration � ¯ the set ¶ÄÃ7ÅqÆLÇGÈ §5� ¯ ¨ of the first �É�Ê� execution
units minimizing the schedulepressure.The first �Ë�Ì�
minimal schedulepressuresfor � ¯ , called ¿ÍBÎ.Ï&§"�3¨&§5� ¯G¹ ´ ¯ m ¨ ,
give the processorś0¯ m from which the set ¶ÄÃ7ÅqÆLÇGÈ §5�D¯�¨ is
computed(thesuperscript§5�É�¾�w¨ for ¶ indicatesits car-
dinality). We thusobtain for eachoperation�Ð�Ñ� pairs
� operation,processor� . Then,in themicro-stepmSn.2,the
operationbelongingto thecouplehaving thegreatestsched-
ulepressureis selected.If thereexistsmorethanonecouple
having thegreatestschedulepressure,oneis randomlycho-
senamongthem.

The implementationof the selectedoperation at the
micro-stepmSn.3implies the choiceof a main processor
for the operationand the computationof timeoutsfor the
communicationoperationsimplementedonthebackuppro-
cessors.We selectasmain processorthe processorof the
set ¶ÄÃ7ÅqÆLÇGÈ §5�}¨ (the first �Ò�Ó� processorscomputedfor
� at the micro-stepmSn.1)which finishesfirst the execu-
tion of the operation,i.e., the one which minimizes the
sum ·¼§5�3¨S§5� ¹ ´|Ô5¨>�ÕÀ�§5� ¹ ´|Ô5¨ . The � backupprocessors
are orderedaccordingto the increasingorder of the sum
·¼§"�3¨&§5� ¹ ´|Ô5¨Ö�¾À�§5� ¹ ´|Ô5¨ , i.e., to the increasingorderof the
completiondateof theoperation� .
Communication Overhead due to Fault-Tolerance.
Now let us study the optimality of the numberof inter-
processorcommunicationsgeneratedin the fault-tolerant
scheduleby our heuristic.Firstly, eachoperationof theal-
gorithm graphis replicated����� times,but eachreplica
only receives its inputsonly once,namelyfrom the main
replicaof the predecessoroperation.Thereforeeachdata-
dependency of thealgorithmgraphleadsto at most �����
inter-processorcommunications.Indeed,whenthetwo op-
erationslinked by the data-dependency are scheduledon
the sameprocessor, we have an intra-processorcommuni-
cation.In this sensewe saythatthenumberof messagesin
thefault-tolerantscheduleis minimal.

Secondly, when a failure occurs, we claim that the
numberof inter-processorcommunicationsin theresulting
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scheduleis less than in the initial schedule. Remember
thatonly themainreplicassendtheir resultsthroughinter-
processorcommunications.Let uscall ´ the faulty proces-
sor. Consideran operation� with � successoroperations
in thealgorithmgraph,andwhosemainreplicais assigned
to ´ . In the initial schedule,this main replicaof � sends
its resultsto §(�É���w¨Y×Ø� replicas. Among these,a num-
ber Ù}¯nª Ï,Ú © areintra-processorcommunicationsbecausethe
correspondingreplica is also assignedto ´ . The number
Ù}¯nª Ï ¥ Ú of inter-processorcommunicationsactuallysentby
themainreplicaof � is suchthat:

Ù�¯lª Ï ¥ Ú �ÂÙ�¯nª Ï,Ú ©�½Û§5�Ü�Ý�w¨=×2�
Now since � ’s mainreplicais assignedto ´ which fails,

a new main processorwill be chosenfor � . The previous
Ù ¯nª Ï,Ú © messagesareno longernecessarysincethey concern
operationsassignedto ´ whichis faulty. Amongtheremain-
ing Ù ¯lª Ï ¥ Ú messages,somemoreareintra-processorbecause
they concernoperationsassignedto thenew mainprocessor
of � . As a result,the new numberof inter-processorcom-
municationsneededto sendtheresultsof � to all therepli-
casof all its successoroperationsis lessthanin the initial
schedule.

An Example. We apply our heuristicto the exampleof
Figures1 and2. The userrequiresto tolerateoneperma-
nentprocessorfailure.Theexecutioncharacteristicsof each
comp/mem/extio andcomm arespecifiedby the two ta-
blesof timeunitsgivenin Section2.

After thefirst two stepsof our heuristic,we getthetem-
poraryscheduleof Figure3. In this diagram,an operation
is representedby a white box,whoseheightis proportional
to its executiontime. Eachmain operationis represented
by a thick whitebox. A comm is representedby agraybox,
whoseheight is proportionalto communicationtime, and
whoseendsareboundby arrows from thesourceoperation
to thedestinationoperation.

0

3

I

AA

I

P1 bus P2 P3

Figure 3. Temporar y schedule: onl y opera-
tions I and A are scheduled.

At the next step,operationB is scheduled.Assigning
B to P1would save an inter-processorcommunication,but
becauseof thecostof executionB onP1,theexpectedcom-
pletiondateof B wouldbe6. In contrast,assigningB to P2
givesan expectedcompletiondateof 4.5; thereforeP2 is
chosenasthemainprocessorof B. Similarly, theexpected
completiondateis 5 if P3is chosen;thereforeP3is chosen
asthebackupprocessor. We obtain:

0

5
B

A

I

A

I

B

P1 bus P2 P3

Figure 4. Temporar y schedule: operations I,
A, and B are scheduled.

At the end of our heuristic,we obtain the final sched-
ule presentedin Figure5. Eachoperationof thealgorithm
graphis replicatedtwice andthesereplicasareassignedto
differentprocessors.

0

9.4

C
B

A

E

I

B

D

D

O
O

A

C

I

E

P1 bus P2 P3

Figure 5. Final fault-tolerant schedule .

The next timing diagramshows the executionwhenP2
crashes:asexpected,the numberof communicationsdoes
not increase,andtheresponsetime is increasedby thewait-
ing delayof theresponsefrom thefaulty processor.

0

10.5

D

B

A

B

II

C

A

C

timeout
E

O

failure

P1 bus P2 P3

Figure 6. Timed execution when P2 crashes.

Analysisof the Example. To evaluatetheoverheadintro-
ducedby the fault-tolerance,let us considerthe non fault-
tolerantscheduleproducedfor our examplewith the basic
heuristicof SYNDEX. This scheduleis shown in Figure7.
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Figure 7. Non fault-tolerant schedule .

In this particular case, the overhead is thereforeÞ � ßTº@à\� áâ½Ý«|� à . With a bigger example, the overhead
would probablybe larger. Part of this overheadis due to
theextracomputations(for thereplicaoperations),andpart
is dueto theextra communications(for sendingtheir input
datato all thereplicaoperationsinsteadof only onesucces-
soroperation).Sincethereplicaoperationsdonotsendtheir
resultuntil a failureoccurs,thecommunicationoverheadis
minimal. On theotherhand,thecomputationoverheadin-
creaseswith thenumber� of failuresto betolerated.

When a failure occurs,extra communicationcan take
place.This is thecaseof ourexamplewhenP2crashes(see
Figure6). Theresponsetime of thefaulty systemis greater
thanin absenceof failures,sincesomeovertimeis necessary
to detectthe failure of the main processors.For the same
reason,thearrival of several failuresduringthesameitera-
tion is not well supportedsincethereis a risk that thesum
of timeoutsamassedovertakesothertimeouts. As already
said, the currentsolution is easierand cheaperto imple-
ment for architectureswherethe communicationunits are
connectedto a uniquemulti-point link. With point-to-point
links, thesolutionpresentedin [14] shouldbepreferred.It
shouldbenotedthatthisothersolutionalsosupportsseveral
failureoccurrencesduringthesameiteration.

If thegiventargetarchitectureusesa singlemulti-point
link (e.g.,a bus), thenthe outputsof all operationswill be
broadcastedover this multi-point link to all theprocessors,
includingthefaulty ones.Thena processorthatwasprevi-
ously markedasbeingfaulty andthat is now running(be-
causeof an intermittent failure) can resumeits computa-
tionsandoutputits resultson thebus. Therefore,if aftera
failuredetectionthehealthyprocessorscontinueto scanthe
bus,they will detectthatthefaultyprocessoris now running
andthey will updatetheirarrayof faultyprocessorsaccord-
ingly. This schemeallows usto treatintermittentfail-silent
behaviors [11].

4 Conclusion
Theliteratureaboutfault-toleranceof distributedand/or

embeddedreal-time systemsis very rich. Yet, there are
few attemptsto combinefault-toleranceandautomaticgen-
eration of distributed code for embeddedsystems. We

have presenteda solution of software implementedfault-
tolerance,whichadapttheautomaticcodedistributionalgo-
rithm of the “Algorithm ArchitectureAdequation”method
(AAA ). Basically, AAA takesasinput a descriptionof the
algorithmto bedistributedandadescriptionof thetargetar-
chitecture.AAA first producesa staticdistributedschedule
of a given algorithmonto a given distributedarchitecture,
andthen it generatesa real-timedistributedexecutive im-
plementingthis schedule.

Sincewe aredealingwith embeddedsystems,wedonot
wantto addredundanthardware.Rather, we chooseto take
advantageof the existing parallelismofferedby the target
distributedarchitecture.Also we consideronly processor
failuresandassumethey havea fail-silentbehavior.

We are thereforegiven an algorithm specification,an
architecturespecification,somereal-timeconstraints,and
a number � of processorfailures to be tolerated. Tak-
ing advantageof AAA, we have proposeda new schedul-
ing heuristicthatproducesautomaticallyastaticdistributed
fault-tolerantscheduleof thegivenalgorithmontothegiven
distributedarchitecture.

Our solutionis basedon thesoftwareredundancy of the
computationoperationsandon the time redundancy of the
communications.When the main processorexecutingan
operationfails, theresultsof onereplicaoperationaresent,
aftersometimeout,by a backupprocessorchosenat com-
pile time. The implementationusesa schedulingheuristic
for optimizing the critical pathof the obtaineddistributed
algorithm.Thecommunicationoverheadis minimal;onthe
other hand,the occurrenceof several failuresin a row is
not well supported.We havefinally shown thatif thegiven
targetarchitectureusesasinglemulti-point link, theninter-
mittentfail-silentprocessorfailurescanalsobetreated.

The solution proposedherecan fail, either if the real-
time constraintscan’t be satisfiedby the obtaineddis-
tributedfault-tolerantschedule,or if lessthan � processor
failurescanbe tolerated. This canhappenif the intrinsic
parallelismoffered by the target architectureis not suffi-
cient.

Finally, oursolutioncanonly tolerateprocessorfailures.
We arecurrentlyworking on new solutionsto toleratealso
the communicationlink failures. We arealsoexperiment-
ing ourmethodon anelectricautonomousvehicle,with a5
processorsdistributedarchitectureandaCAN bus.
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