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Abstract

We describea solution to automatically produce dis-
tributed and fault-tolerant code for real-time distributed
embeddedystems. The failures supportedare processor
failures,with fail-stop behavior Our solutionis graftedon
the “Algorithm Architecture Adequation” method(AAA),
usedto obtain automaticallydistributed code The heart
of AAAis a scheduling heuristic that producesautomati-
cally a staticdistributedscheduleof a givenalgorithmonto
a givendistributed architecture. We designa new heuris-
tic in order to obtaina static, distributedandfault-tolerant
schedule The new heuristic schedulesK supplementary
replicasfor each computationoperation of the algorithm
to be distributed and the correspondingcommunications,
wheee K is thenumberof processoffailuresintendedo be
supported. In the sametime, the heuristic statically com-
putesthe main replica after ead failure, sudh that the ex-
ecutiontime is minimized. The analysisof this heuristic
showsthat it givesbetterresultsfor distributed architec-
turesusing multi-point, reliable links. This solutioncorre-
spondgo a softwae implementedault-tolerance by mean
of softwae redundancyof algorithm'’s opetationsand tim-
ing redundancyf communications.

Keywords:  Real-time embedded systems, multi-
component architectures, softwae implemented fault-
tolerance Algorithm Architecture Adequation method,
staticscheduling distribution heuristics.

1 Intr oduction

Embedded Systems. Embeddedsystemsaccountfor a
major part of critical applications (space, aeronautics,
nuclear...) aswell as public domainapplications(auto-
motive,consumeelectronics .. ). Theirmainfeaturesare:
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e duality automatic-contol/discrete-avent they include
controllaws modeledasdifferentialequationsn sam-
pled time and discreteevent systemsto schedulethe
controllaws;

e critical real-time timing constraintsvhicharenotmet
may involve a systemfailure leadingto a human,eco-
logical, and/orfinancialdisaster;

e limited resouces they rely on limited computing
power and memorybecausef weight, encumbrance,
enegy consumptior(e.g.,autonomousehicles) radi-
ationresistancde.g.,nuclearor space)or price con-
straints(e.g.,consumeelectronics);

o distributed and hetepgeneousarchitecture: they are
oftendistributedto provide enoughcomputingpower
andto keepsensorandactuatorscloseto thecomput-
ing sites.

Synchronous Programming. Synchronous program-
ming [17] offers specification methods and formal

verificationtools that give satisfyinganswergo the above

mentionedneeds. The threemain synchronoudanguages
are ESTEREL [5], LUSTRE [18], and SIGNAL [24]. These
specification methods are now successfully applied in

industry For instance,LUSTRE is usedto develop the

control softwarefor nuclearplantsand AIRBUS planeg3].

ESTEREL is used to develop DSP chips for mobile

phones[2], to design and verify DVD chips, and to

programtheflight controlsoftwareof RAFALE fighters[4].

And SIGNAL is usedto develop airplaneengines. The

key advantagepointedby thesecompaniess thatthe syn-

chronousapproacthasa rigorousmathematicakemantics
which allows the programmergo develop critical software

fasterandbetter

Synchronousanguagesrebaseduponthe modelingof

the systemwith finite stateautomatathe specificatiorwith

formally definedhigh level languagesandthe theoretical
analysisof the modelsto obtain formal validation meth-
ods[25, 8]. However, thefollowing aspectsextremelyim-

portantw.r.t. thetargetfields,arenottakeninto account:

e Distribution: Synchronoudanguagesre parallel,but
theparallelismusedin thelanguageimsonly at mak-
ing the designers taskeasierandis not relatedto the
systems parallelism.Synchronoudanguagesompil-
ersproducecentralizedsequentiatode.



e Fault-tolerance An embeddedystembeingintrinsi-
cally critical [22, 26], it is essentiato insurethatits
softwareis fault-tolerant. This can even motivate its
distributionitself. In sucha caseatthe veryleast,the
lossof onecomputingsite mustnotleadto the lossof
thewholeapplication.

The “Algorithm Architecture Adequation” Method.
The“Algorithm/ArchitectureAdequation”’method[15, 27]
(AAA for short) hasbeensuccessfullyusedto obtaindis-
tributed code optimizing the global computing time on
the given hardware. The typical target architecturesare
multi-componenbnes. Sucharchitecturesare built from
differenttypesof programmedcomponentgRISC, CISC,
DSP processors. . ) and/or of non-programmectompo-
nentg(ASIC, FPGA full-customintegratedcircuits. . . ), all
togetherconnectedhrougha network of differenttypesof
communicatiorcomponentgpoint-to-pointserialor paral-
lel links, multi-point sharedserialor parallelbuseswith or
without memorycapacity. . . ). They typically includeless
than10 processors.

One adwantageof AAA is thatit preseresthe above
mentioned propertiesof synchronousprograms. Con-
cretely AAA takesasinputsanalgorithmandanarchitec-
ture specificationsalongwith distribution constraintsand
real-timeconstraintslt thenproceedsn two steps:

1. Firstit producesa staticdistributedscheduleof theal-
gorithm’s operationsonto the processorsand of the
algorithm’s data-dependenciesnto the communica-
tion links. The real-timeperformance®f the imple-
mentationare optimizedby taking into accountinter-
processocommunicationsvhich arecritical. Thisis
anoptimizationproblemand,asotherresourcelloca-
tion optimizationproblemsijt is known to be NP-hard.
Severalheuristicshave beenproposedn [15, 29].

2. Then,from this staticschedulejt producesautomati-
cally areal-timedistributedexecutive andensureshe
synchronizatiometweertheprocessorssthey arere-
quired by the algorithm specification. The obtained
distributedexecutive is guaranteedo satisfythe real-
time constraintswithout deadlockandwith minimum
overhead.

The SYNDEX [23] tool* implementsAAA. The ar-
chitectureand the algorithm can both be specifiedwith
SyNDEX’sgraphicaluserinterface.Thealgorithmcanalso
beimportedfrom afile which is the resultof the compila-
tion of a sourceprogramwritten in synchronousanguages
like ESTEREL [5], LUSTRE [18], or SIGNAL [24], through
thecommonformatDC [28].

1SyNDEX (SynchronizedistributedExecutie) is availableat the url
http://ww-rocq.inria.fr/syndex

Motivation of this Work. Our goal is to produceauto-
matically distributed fault-tolerant code Taking advan-
tageof AAA, we proposea new schedulingheuristicthat
will produceautomaticallya staticdistributedfault-tolerant
scheduleof the given algorithm onto the given distributed
architecture.

Our solutionmustadaptexisting work in fault-tolerance
for distributedandreal-timesystemso the specificitiesof
embeddedsystemsand of AAA. In particular the fault-
toleranceshouldbe obtainedwithoutany helpfrom theuser
(automaticallydistributed constraint)or ary addedhard-
ware redundang (embeddedsystemconstraint). It will
thereforefall in the classof software implementedfault-
tolerance. The secondrequirementis essential: it im-
plies that we have to do with the existing parallelismof
the given architecture and that we won't add extra hard-
ware. Moreover, in orderto performoptimizationsandto
minimize the executive overhead,the schedulingusedin
AAA iscompletelystatic(all schedulinglecisionsaretaken
off-line [15]), and basedon the characteristic®f eachal-
gorithm’s operationrelatively to the hardware component
on which it is executed. Finally, neitherthe algorithmto
be executednor the architectureof the systemare fixed,
but they are inputs of the method. For thesereasonswe
cannotapply the existing methods,proposedfor example
in [1, 10, 6, 13, 12], which use preemptve schedulingor
approximatiormethods.

Related Work. Thereexistsvery little work on this pre-
cisetopic. Someresearchermake hardassumptionsnthe
failuremodels(e.qg.,only fail-silent,only processofailures)
andonthekind of schedulelesired(e.g.,only staticsched-
ule). By sticking to theseassumptiondiowever, they are
ableto obtainautomaticallydistributedfault-toleransched-
ules(seefor instancg9, 7, 20]). Otherresearchergakeinto
accountmuch lessrestrictve assumptionshut they only
achieve hand-madesolutions, e.g., with specificcommu-
nication protocols, voting mechanisms, .. (seethe vast
literatureon fault-tolerancan distributed systems for in-
stancg19]).

Like the otherresearcherselongingto the first group,
we proposeanautomaticsolutionto thefault-tolerancelis-
tributedproblem.Herearethe original points:

e Firstly, we designour sourcealgorithm with a pro-
gramminglanguagebasedon a formal mathematical
semanticqseeabove). The advantageis that our al-
gorithmcanbeformally verifiedwith model-checking
and theoremproving tools [25, 8], and thereforewe
canassumehatit is clearof designfaults.

e Secondlywe take into accountthe executionduration
of boththe operationsandthe datacommunication$o
optimizethe critical pathof the obtainedschedule.



e Thirdly, sincewe producea static schedule,we are
ableto computethe expectedcompletiondatefor ary
given operationor datacommunication,both in the
presencandin theabsencef failures. Thereforewe
are ableto checkthe real-timeconstraintsbeforethe
execution.If thereal-timeconstraintsarenot satisfied,
we cangive a warningto the designersothathe can
decideto add more hardwareor to relax his real-time
constraints.

Paper Outline. Section2 statesour fault-toleranceprob-
lem, and presentghe variousmodelsusedby AAA. Sec-
tion 3 presentshe proposedsolutionfor providing fault-
tolerancewithin AAA. Finally, Section4 summarizeshe
moreimportantissuesandgivessomeconcludingremarks.

2 Fault-ToleranceProblemand AAA Models

Fault-ToleranceProblem. Givenanalgorithm specified
as a data-flav graph, a distributed architecturespecified
as a graph, somedistribution constraints,somereal-time
constraintsanda numberK, produceautomaticallya dis-

tributed schedulefor the algorithm onto the architecture
w.r.t. the distribution constraints,satisfying the real-time
constraintsandtolerantto X permanentail-silentproces-
sor failures, by meansof error compensationyusing soft-

wareand/ortime redundang.

Algorithm Model. Thealgorithmis modeledby a data-
flow graph Eachvertex is an operation and eachedgeis
a data-flowchannel Thealgorithmis executedrepeatedly
for eachinput eventfrom the sensorsn orderto compute
the outputeventsfor actuators.We call eachexecutionof
the data-flav graphaniteration. This model exhibits the
potentialparallelismof thealgorithmthroughthe partial or-
der associatedo the graph. Graphoperationsare of three
kinds:

1. A computatioroperation(conp): its inputsmustpre-
cedeits outputs,whosevaluesdependonly on input
values;thereis no internalstatevariableandno other
sideeffect.

2. A memoryoperation(men): thedatais heldby amem
in sequentiabrderbetweeniterations;the outputpre-
cedegheinput, like aregisterin Booleancircuits.

3. An external input/outputoperation(ext i 0): opera-
tionswith no predecessdn the dataflow graph(resp.
no successorstandfor the external input interface
(resp.output)handlingtheeventsproducedy thesen-
sors(resp.actuators) Theext i os aretheonly oper
ationswith side effects,however, we assumehattwo
executionsof a giveninputext i o in the sameitera-
tion alwaysproducethe sameoutputvalue.

Figurelis anexampleof algorithmgraph with six oper
ations:1 andO areext i 0s (resp.inputandoutput),while
A—E areconps.

©
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Figure 1. Example of an algorithm graph: |
and O are exti os, A-E are conps.

Ar chitecture Model. The architectureis modeledby a
graph,whereeachvertex is a processqrandeachedgeis a
communicatiodink. Classicallyaprocessois madeof one
computatiorunit, onelocalmemory andoneor morecom-
municationunits, eachconnectedto one communication
link. Communicationunits executedatatransfers,called
conms, betweenoperationsallocatedto different proces-
sors. Figure 2 is an example of architecturegraph, with

threeprocessorandonemulti-pointlink (i.e.,abus).

Figure 2. Example of an architecture graph
with three processor s and a bus.

Distribution Constraints. The distribution constraints
consistin assigningo eachpair (operation,processar the
value of the executiondurationof this operationonto this
processar Eachvalueis expressedn time units, and the
value*oo” meanghatthis operationcannotbe executedon
thisprocessarSincewe alsowantto takeinto accouninter-
processocommunicationsye assignacommunicatiordu-
rationto eachpair {datadependenyg, communicatiorink),
alsoin time units.

For instancethedistribution constraintgor thealgorith-
mic graphof Figurel andthearchitectureggraphof Figure2
aregivenby thetwo following tablesof time units:

operation
| A B C|D]J|E @)
G P1L| 1 2 3 21 3]|1]15
IS P2 | 1 2|15 3|1 |1|15
S| P3|loo|2|15|1]|1]|1]|

data-dependewic
I>A | AsB | AsC | AD | B>E | C>E | DoE | B5O
125| 05 0.5 1 0.5 0.6 0.8 1

Here it takes more time to communicatethe data-
dependeng I>A thanAxB simply becausdghereare more
datato transmit.



Implementation Model. The implementation within

AAA consistsin reducingthe potential parallelismof the
algorithmgraphinto the available parallelismof the archi-
tecturegraph. This is formalizedin termsof threegraphs
transformations:

1. Eachconp/menext i o is assignedo the computa-
tion unit of oneprocessorccordingto thedistribution
constraints. Eachinter-processodata-dependercis
transformednto a vertex, calledconm linkedto the
sourceoperation(resp.destination)ith aninputedge
(resp.output).

2. Eachconmgeneratedby thefirst transformatioris as-
signedto the set of communicationunits which are
boundto thelink connectinghe processorgxecuting
the sourceanddestinatioroperations.They cooperate
to transferdatabetweenthe local memoriesof their
respectie processors.

3. The conps/mens/exti os (resp. conms) which
have beenassignedo a computatiorunit (resp.com-
municationunit) during the first transformation(resp.
second)are scheduled. Eachscheduleis completely
static.

The comms arethustotally orderedover eachcommu-
nicationlink. Provided thatthe network preseresthe in-
tegrity andthe orderingof messageshis total orderof the
conms guaranteeshat datawill be transmittedcorrectly
betweerprocessorsThe obtainedschedulealsoguarantees
adeadlockfreeexecution.

Togethey our modelsallow the specificationof a broad
rangeof systems.Indeed,a conp canbe a singleinstruc-
tion (i.e., fine grain parallelism)or a function for instance
writtenin C (i.e., coarsegrain parallelism).

3 The ProposedSolution

The solutionwe proposeconsistsof a nev scheduling
heuristicto be usedin the SYNDEX tool. Its performances
will beevaluatedaccordingto thefollowing criteria:

1. The computationand communicatioroverheadntro-
ducedby fault-tolerance.

2. Thetiming performance®f the faulty system,i.e., a
systempresentingat leastonefailure. We distinguish
theiterationin which thefailure(s)actuallyoccursand
the subsequeniterationswhere one or more proces-
sorsarefaulty but no new failure occurs. We call an
iterationin which atleastonefailureoccursatransient
iteration.

3. The capability to supportseveral failureswithin the
sameiteration.

4. And finally the appropriatenest differentkinds of
architecture.

Principle. The proposedsolution usesthe software re-
dundang of conps/mens/ext i os andthe time redun-
dang of conms. Eachoperationo of the algorithmgraph
is replicatedon K + 1 differentprocessorsf the architec-
turegraph,whereK is the numberof permanentailuresto
be supported AmongtheseK + 1 replicas,the onewhose
completiondateis the earliest,is designatedo bethe main
replica Without enteringinto details,completiondatesare
computedaccordingto the executiondurationof eachop-
erationand eachdata-dependenaiven by the userin the
distribution constraints.The main replicasendsits results
to eachprocessoexecutingone replicaof eachsuccessor
operationof o, exceptthe processorslreadyexecutingan-
otherreplicaof o (in which casét is anintra-processocom-
munication). The processorexecutingthe main replicais
calledthemainprocessonf o. TheremainingK processors
executingo, calledbadup processos, executeo andwatch
ontheresponsef themainprocessarlf themainprocessor
doesnotrespondntime, it is consideredsfaulty, another
main processoexecutingareplicaof o sends’s resultsto
thesuccessooperations.
This solutionraiseshefollowing problems:

1. What kind of communicationmetanismshould be
usedto sendresultsto the success@? We choosethe
send/recaie mechanismyherethe main processopof
operationo sendgthe resultsof o to all the processors
executinga (main or backup)successoobperationof
o, andto all the backupprocessor®f o. This mech-
anismis alreadyimplementedin SYNDEX for non
fault-tolerantcode.

2. Whenis the main processorof an operation declared
faulty? With asinglemulti-pointlink (e.g.,abus),the
main processoof operationo broadcastshe outputs
of o while thebackupprocessorsbsenetheactuity to
detectthefailure of the mainprocessarWith point-to-
point links, the detectionof the main processos fail-
ureis similar to a Byzantineagreemenproblem[21].
To dealwith point-to-pointlinks andto avoid heavy
agreemenalgorithms,we have proposedn [14] an-
othersolution,basedntheactive redundang on both
conps andconms. In this solution,eachoperationis
replicatedK + 1 timesandeachreplicasendsits re-
sultsto eachreplicaof eachsuccessooperation.The
ideais thateachoperationwaitsuntil it recevesits first
setof inputsanddiscardsthe further inputs. Thereis
no mainreplicato chooseandno timeoutto compute,
but on the other hand, thereis more communication
overhead.

3. Howare computedhetimeoutsassociatedo thecom-
munications?We chooseto computea given timeout
asthe worst caseupperboundof the messagdrans-
missiondelay This upperboundis computedfrom



the characteristice®f the communicatiometwork (see
Section2). This is the leastpossiblevalue avoiding
multiple sendingof messages.

4. Accodingto which criterion is the mainprocessoise-
lected? This criterion must be appliedinitially and
eachtime thebackupprocessorglectanev mainpro-
cessorfollowing a failure. We choosethe processor
which finishesfirst the executionof the replicaoper
ation. For eachoperation,we thuscomputefrom the
staticschedulea total orderof all the backupproces-
sors. This total orderis known by eachprocessarso
theresultof the electionis the samefor everybody

Scheduling Heuristic. We presentthe algorithm of the
heuristicimplementingthis solution. It is a greedylist
scheduling,adaptedrom the non fault-toleranceheuristic
presentedh [15, 29].

SO0. Initialize thelists of candidateandscheduledperations:
Osched(o) =0, Ocand(o) = {0 €0 ‘ p'red(o) c Osched(o)}
Sn.while Oggpna(n) # 0 do
mSn.1Computethe schedulingoressurdor eacho; € Ogqpna(n)
andkeepthefirst K + 1 resultsfor eachoperation:
Uizt oot (n)(0s, pi,)} = ming £ {o(n)(0:,p5)}
P (0) = UZf  p )
mSn.2Selectthe bestcandidateoperationo suchthat:
abest(n)(o) = MaXy, €0, 4(n) Ufz{("'l {a"pt(n)(o?,pil)}
mSn.3lmplementthe operationo selectecatmSn.2on thefirst K +1
processorsomputedatmSn.1,aswell astheimpliedcomrs.
Themainprocessois p., € P(X+1) (o) suchthat:
S(n)(oa pm) + A(Oapm) =
min, o px+1) (o) {(S(n)(0,p1) + Ao, p1))}
mSn.4Updatethelists of candidateandscheduledperations:
Osched(n) = Osched(n - 1) U {O}
Ocand(n + 1) = Ocand(n) - {O} U
{OI € SUCC(O) |pred(0') - Osched(n)}

endwhile

At eachstepn > 1, Ogcreq(n) is the list of already
scheduledperationsandO.,q4(n) is thelist of candidate
operationsuilt from the algorithmgraph. An operationis
candidatdf all its predecessorarealreadyscheduled!ni-
tially, Oscneq(0) is empty By usinga costfunction called
scthedulepressue, oneoperationof O.q,4(n) is selectedo
be scheduledt stepn.

The schedulepressures is computedin two phases.
The first oneis donebeforethe schedulingheuristics. It
computes,using the algorithm graphand the characteris-
tics lookup table, the critical path of the algorithm (noted
R) and, for eachoperationo; the maximal dateat which
0; may end (noted E(o;)) computedfrom the end of the
critical path. The secondphasetakes place at eachstep
of the schedulingalgorithm. It computesfor an operation
0; € Ocana(n) andaprocessop; € P (P istheprocessos
set)the“earlieststartdatefrom start” (notedS(n)(o;, p;)),
i.e., the executiontime of the part of the distributed algo-
rithm scheduledat the stepn — 1. S(n)(0;, p;) takesinto

accounthe communicatiortimesbetweerp; andthe main
processoof its predecessom@ndsuccessorsyhenthey dif-

fer from p;. This choiceimprovesthe executiontime for

the systemwithout failures,but may give longerexecution
timesin thefaulty casesThus,o is computedasfollows:

U(n)(oiapj) = S(n)(o,,pj) + A(O‘iapj) + E(Oz) -R

whereA(o;, p;) is the executiondurationof o; on pro-
cessolp;; this valueis givenin p;’s characteristickookup
table. The schedulepressuremeasureshow much the
schedulingof the operationlengthensthe critical path of
the algorithm. Thereforeit introducesa priority between
the operationgo be scheduled.

The selectedoperationis obtainedasfollows. First, in
the micro-stepmSn.1,we computefor eachcandidateop-
erationo; the set P(X+1)(o;) of thefirst K + 1 execution
units minimizing the schedulepressure. The first K + 1
minimal schedulepressuresor o;, called ot (n)(o0;, p;, ),
give the processorg;, from which the set P5+1)(¢;) is
computed(the superscrip{ K + 1) for P indicatesits car
dinality). We thusobtainfor eachoperationK + 1 pairs
(operation processayr. Then,in the micro-stepmSn.2,the
operatiorbelongingto thecouplehaving thegreatessched-
ule pressurés selectedIf thereexistsmorethanonecouple
having the greatesschedulgressurepneis randomlycho-
senamongthem.

The implementationof the selectedoperationat the
micro-stepmSn.3implies the choice of a main processor
for the operationand the computationof timeoutsfor the
communicatioroperationsmplementednthebackuppro-
cessors.We selectas main processothe processonf the
set P(K+1) (o) (the first K + 1 processorsomputedfor
o at the micro-stepmSn.1)which finishesfirst the execu-
tion of the operation,i.e., the one which minimizesthe
sum S(n)(o, ) + A(o,p). The K backup processors
are orderedaccordingto the increasingorder of the sum
S(n)(o,m) + A(o,p), i.e., to theincreasingorder of the
completiondateof the operationo.

Communication Overhead due to Fault-Tolerance.
Now let us study the optimality of the numberof inter-
processorcommunicationsgeneratedn the fault-tolerant
scheduleby our heuristic. Firstly, eachoperationof the al-
gorithm graphis replicatedK + 1 times, but eachreplica
only recevesits inputs only once,namelyfrom the main
replicaof the predecessooperation. Thereforeeachdata-
dependeng of the algorithmgraphleadsto at mostK + 1
inter-processocommunicationsindeed whenthetwo op-
erationslinked by the data-dependencare scheduledon
the sameprocessqgrwe have an intra-processocommuni-
cation. In this sensave saythatthe numberof messagem
thefault-tolerantscheduldés minimal.

Secondly when a failure occurs, we claim that the
numberof inter-processocommunicationsn theresulting



scheduleis lessthanin the initial schedule. Remember
thatonly the main replicassendtheir resultsthroughinter-
processocommunicationsLet uscall p thefaulty proces-
sor. Consideran operationo with n successopperations
in thealgorithmgraph,andwhosemainreplicais assigned
to p. In theinitial schedulethis main replicaof o sends
its resultsto (K + 1) x n replicas. Amongthese,a num-
ber k;,.+-o areintra-processocommunicationdecausehe
correspondingeplicais alsoassignedo p. The number
kinter Of inter-processocommunicationsactually sentby
themainreplicaof o is suchthat:

kinter + kintra = (K + ]-) xXn

Now sinceo’s mainreplicais assignedo p which fails,
a new main processomill be chosenfor o. The previous
kintre Messagearenolongernecessargincethey concern
operationassignedo p whichis faulty. Amongtheremain-
ing k;inier Messagesomemoreareintra-processobecause
they concerrnoperationsssignedo thenew mainprocessor
of o. As aresult,the new numberof inter-processocom-
municationsneededo sendtheresultsof o to all therepli-
casof all its successooperationss lessthanin theinitial
schedule.

An Example. We apply our heuristicto the example of
Figuresl and2. The userrequiresto tolerateone perma-
nentprocessofailure. Theexecutioncharacteristicef each
conp/memext i o andconmmare specifiedby the two ta-
blesof time unitsgivenin Section2.

After thefirst two stepsof our heuristic,we getthetem-
poraryscheduleof Figure3. In this diagram,an operation
is representetly a white box, whoseheightis proportional
to its executiontime. Eachmain operationis represented
by athick white box. A commis representefly agraybox,
whoseheightis proportionalto communicationtime, and
whoseendsareboundby arrowns from the sourceoperation
to the destinatioroperation.

Pl bus P2 P3
I I 0
| |
A A
7 ¥ 3

Figure 3. Temporary schedule:
tions I and A are scheduled.

only opera-

At the next step, operationB is scheduled. Assigning
B to P1would save aninter-processocommunicationput
becaus®f thecostof executionB on P1,theexpectedcom-
pletiondateof B would be 6. In contrastassigningd to P2
gives an expectedcompletiondate of 4.5; thereforeP2 is
choserasthe main processoof B. Similarly, the expected
completiondateis 5 if P3is chosenthereforeP3is chosen
asthebackupprocessarWe obtain:

P1 bus P2 P3

| THTa,

Figure 4. Temporary schedule: operations I,
A, and B are scheduled.

At the end of our heuristic,we obtainthe final sched-
ule presentedn Figure5. Eachoperationof the algorithm
graphis replicatedtwice andthesereplicasareassignedo
differentprocessors.

P1 bus P2 P3
] [ —0
[ | ||
A A !
c B B H
- n
\ C i
E D | |
E 0 i
o]
7 l Ho.4
Figure 5. Final fault-tolerant schedule .

The next timing diagramshows the executionwhen P2
crashesasexpected,the numberof communicationgloes
notincreaseandtheresponséimeis increasedy thewait-
ing delayof theresponsdrom thefaulty processar

P1 bus P2 P3
] [ —0

| | ||

A A H

C LZ B H

ai c L

D —

timeout H

E —

(0] L
7 —10.5

Figure 6. Timed execution when P2 crashes.

Analysis of the Example. To evaluatetheoverheadntro-
ducedby the fault-tolerancelet us considerthe non fault-
tolerantschedulgproducedfor our examplewith the basic
heuristicof SYNDEX. This schedulgs shovn in Figure?7.



P1 bus P2 P3
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Figure 7. Non fault-tolerant schedule .

In this particular case, the overhead is therefore
9.4 - 8.6 =0.8. With a bigger example, the overhead
would probablybe larger. Part of this overheadis dueto
theextra computationgfor thereplicaoperations)andpart
is dueto the extra communicationgfor sendingtheir input
datato all thereplicaoperationsnsteadof only onesucces-
soroperation).Sincethereplicaoperationgslonotsenctheir
resultuntil afailure occurs,thecommunicatioroverheads
minimal. On the otherhand,the computatioroverheadn-
creasesvith thenumberK of failuresto betolerated.

When a failure occurs, extra communicationcan take
place.Thisis the caseof ourexamplewhenP2crashegsee
Figure6). Theresponsdime of thefaulty systemis greater
thanin absencef failures,sincesomeovertimeis necessary
to detectthe failure of the main processorsFor the same
reasonthearrival of severalfailuresduringthe sameitera-
tion is not well supportedsincethereis arisk thatthe sum
of timeoutsamassedvertalesothertimeouts. As already
said, the currentsolution is easierand cheaperto imple-
mentfor architecturesvherethe communicationunits are
connectedo a uniquemulti-point link. With point-to-point
links, the solutionpresentedn [14] shouldbe preferred.Iit
shouldbenotedthatthis othersolutionalsosupportsseveral
failure occurrencesluringthe sameiteration.

If the giventargetarchitectureusesa single multi-point
link (e.g.,abus),thenthe outputsof all operationswill be
broadcastedver this multi-pointlink to all the processors,
includingthefaulty ones.Thena processothatwasprevi-
ously marked asbeingfaulty andthatis now running (be-
causeof an intermittentfailure) can resumeits computa-
tionsandoutputits resultson the bus. Therefore|f aftera
failure detectiorthe healthyprocessorsontinueto scanthe
bus,they will detecthatthefaulty processois now running
andthey will updatetheir arrayof faulty processoraccord-
ingly. This schemeaallows usto treatintermittentfail-silent
behaiors[11].

4 Conclusion

The literatureaboutfault-toleranceof distributedand/or
embeddedeal-time systemsis very rich. Yet, thereare
few attemptdo combinefault-tolerancendautomatiogen-
eration of distributed code for embeddedsystems. We

have presenteda solution of software implementedfault-
tolerancewhich adaptheautomaticcodedistribution algo-
rithm of the “Algorithm ArchitectureAdequation”’method
(AAA). Basically AAA takesasinput a descriptionof the
algorithmto bedistributedanda descriptiorof thetargetar-
chitecture AAA first produces staticdistributedschedule
of a given algorithm onto a given distributed architecture,
andthenit generates real-timedistributed executive im-
plementingthis schedule.

Sincewe aredealingwith embeddedystemswe do not
wantto addredundanhardware. Rather we chooseo take
adwantageof the existing parallelismoffered by the target
distributed architecture. Also we consideronly processor
failuresandassumehey have afail-silentbehaior.

We are thereforegiven an algorithm specification,an
architecturespecification,somereal-time constraints,and
a number K of processoffailuresto be tolerated. Tak-
ing advantageof AAA, we have proposeda new schedul-
ing heuristicthatproducesutomaticallya staticdistributed
fault-toleranschedulef thegivenalgorithmontothegiven
distributedarchitecture.

Our solutionis basedon the softwareredundang of the
computationoperationsandon the time redundanyg of the
communications.When the main processotexecutingan
operatiorfails, theresultsof onereplicaoperationaresent,
after sometimeout,by a backupprocessochosenat com-
pile time. The implementatiorusesa schedulingheuristic
for optimizing the critical path of the obtaineddistributed
algorithm. Thecommunicatioroverheads minimal; onthe
other hand, the occurrenceof several failuresin a row is
notwell supported We have finally shovn thatif thegiven
targetarchitecturaisesa singlemulti-point link, theninter-
mittentfail-silentprocessofailurescanalsobetreated.

The solution proposedherecanfail, eitherif the real-
time constraintscant be satisfiedby the obtaineddis-
tributedfault-tolerantschedulepr if lessthan K processor
failurescan be tolerated. This can happenif the intrinsic
parallelismoffered by the target architectureis not suffi-
cient.

Finally, our solutioncanonly tolerateprocessofailures.
We arecurrentlyworking on new solutionsto toleratealso
the communicationink failures. We are also experiment-
ing our methodon anelectricautonomousehicle,with a5
processorslistributedarchitectureanda CAN bus.
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